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AyauT u BoccTaHOBIEeHuMe naponeun

KomnaHua «9nkomCodt» 6bina ocHoBaHa B 1990 rogy B Mockse.
«3nkomCodpT» 3aHuMaeTcs pa3paboTkoi nporpammMHoro
obecneyeHusi, crneunanu3vpyeTcs Ha Cco3gaHuuM nporpamm  Ans
BOCCTAHOBIEHUSI 3a0bITbIX U YTPayYeHHbIX Mapornen K Lenomy psay

NPUIOXEHWIA.

3awmnTa KoHuaeHUManbHbIX OOKYMEHTOB MOCPEACTBOM Maporns
ABNSIETCA Hambosiee BaXXHOW YacCTbH MOBCELHEBHOM XXMU3HU Kak Onsi
opraHu3aumi, Tak U Ans KOHeYHbIX nonb3oBaTtenen. [loteps napons
6e3 cpeCcTB BOCCTaAHOBIEHUS MPeEnsiTCTByeT pabovemy npoueccy U

MOXeT NOBreYb CyLLECTBEHHbIN yLlepb aAns opraHusaumm.

YA0CTOEHHbIE MHOXecTBa Harpag, nporpammbl ans
BOCCTaHOBMNEHUS naponen Komnavum «3AnkomCodT» UCNOMb3yHT
apdeKkTMBHbIE BbIMUCIUTESNBHbIE aNrOPUTMbl, MO3BONSAS KIMeHTaMm
nony4yaTb AOCTYN K CBOMM LieHHbIM AaHHbIM. KomnaHua 3nkomCodt

asnaeTcss  uneHoMm Poccuiickor  Kpuntonormyeckon Accolmauunu,

UMeeT cTaTyc cepTuduLMpoBaHHOro naptHepa Microsoft (Microsoft

Gold Certified Partner) u Intel (Intel® Software Partner Program).

AnkomCoT ropautcsi CBOUMU AOCTUXKEHUSIMU. Mbl MOCTOAHHO
paboTaeMm Haa CO3[4aHWEM HOBbIX TEXHOMOMUA U CcTapaemcs
obecneynBaTb npodpeccmoHanbHyl0 MOMOLWb U TEXHUYECKYH
noadepxky no nobbiM BOMpocam, CBSA3aHHbIM € NPOrpaMMHbIM

obecnevyeHunem.

(inte! )
<mware | IMicrosoft Partner

Partner Application Development
Intelligent Systems

ElcomSoft, OnkomCodpt, norotun  AnkomCodpt  aBnsOTCA
3aperncTpupoBaHHbIMM ToproBbiMM Mapkamm OOO «3nkomCodT» B
Poccun, CLA wn pgpyrux ctpaHax. Microsoft n Windows sBnsitotcs
3aperncTpupoBaHHbIMU TOpProBbiMK 3Hakamu Microsoft Corporation B
CWA wn ppyrux cTpaHax. Intel wn norotun Intel sBnswTCcA
3aperncTpupoBaHHbLIMU TOproBelMM 3Hakamu Intel Corporation n ee

nogpasgenexun B CLUA n gpyrux ctpaHax.

KoHTaKThbI:

Onbra KokwapoBa
[vpekTop No MapKeTUHry
o.koksharova@elcomsoft.com

IOpun YwakoB
[upekTop no npoga)xam
y.ushakov@elcomsoft.com

TenedoH:
+7 (495) 974-11-62

e-mail:
sales@elcomsoft.com

WHTepHeT:
https://www.elcomsoft.com
https://www.elcomsoft.ru
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PeweHuna gna kopnopauun n KOMNbLIOTEPHO-
cynoebHon aKcnepTU3bI

Elcomsoft Password Recovery Bundle

[MakeT nporpamm KomnaHuM JAnkomCodT MO3BONSAET KOPNOPaTUBHBLIM
KNMeHTaMm W rocygapCTBEHHbIM CTPYKTypam MOMHOCTbI CHATb 3aluTty C
OOKYMEHTOB, (panrnoB, AMUCKOB U cucTeMm. lNporpaMmmbl npowwnn TwartensHoe
BHYTPEHHEE TeCTMpOBaHMe, WHCTanMpoBaHbl W OnNpoboBaHbl y GOMbLIOro
KONMMYECTBa KPYMHbIX KNMEHTOB KoMMaHun. OHU ABNAKOTCA caMbiMy ObICTPbIMU
B WHAYCTPMM, OTNMYaloTCs YOOOHbIM MNONb30BaTENLCKUM MHTEPdECOM W
npuBnekaTenbHON LEeHON.

Hayu4Hble pa3paboTku

HayuHo-TexHonornyeckuin otaen dnkoMcodT obecneymBaeT COBPEMEHHbI YPOBEHb

TexHomnorui B obnactu BocctaHoBneHus goctyna. ViccnegoBaTensckasi 4EATENBHOCTE KOMMaHUM No3Bonuna
3HaYMTENBLHO YCKOPUTL Nepebop napornen KO MHOrMM NPoAyKTaMm, BKoyasa ydeTHble 3anucu Windows, npunoxeHus
Microsoft Office, davinbl Adobe PDF, apxuBbl ZIP n RAR, psay apyrux ¢oopmaToB. B 6onbLUMHCTBE criy4aeB naponb
MO>XHO BOCCTAHOBUTb MIHOBEHHO MO0 3a HEGOIBLLON NPOMEXYTOK BPEMEHM.

Heb6biBanas ckopocTb

MHorve npogykTbl OnkoMCoMT MO BOCCTAHOBNEHUIO AaHHbIX UCMOMb3YHOT PEBOMIOLMOHHbIE TEXHONOMMN YCKOPEHHOTO
nepebopa naponen ¢ nomoLlbio BugeokapT NVIDIA n ATI. Mopaepxmeas Bce yckopuTtenu NVIDIA GeForce cepui 8,9 1
200, nporpammbl 3arpyalT CrOXHble BblYMCMUTENbHBLIE MPOLECChl Ha ObICTpble M MHOrosiAepHble rpaduyeckre
npoueccopbl NVIDIA n ATI.

50-kpaTHOe ycKopeHue

TexHOMNornst yCKoOpeHUsi C NMOMOLLIbIO rpadU4ecknx MpoLLECCOPOB, BrepBble NpeanoXeHHas koMmnaHuen dnkomCodrT,
YyCKOpSieT MpoLecc BOCCTAHOBMNeHMs naponew 6oree 4em B 50 pa3 no cCpaBHEHWIO C MPUWBBLIYMHBIMK MeETOAaMMW,
MCMNOSMb3YIOLLMMN TOSNIbKO MOLLHOCTM LieHTpanbHOro npoweccopa.

MrHoBeHHOe BOCCTaHOBNEHue AocTyna

Elcomsoft Password Recovery Bundle no3sonsietT BoCcCTaHMBUTb [OCTYN K 3awlMpoBaHHbIM [OKYyMEHTaM 3a
KOPOTKMIA MPOMEXYTOK BPEMEHW W NOAAEpPXKMBAEeT MHOrovucrieHHble dopmatbl (annoB, LOKYMEHTOB W YYETHbIX
3anucenr. bornee 100 dopmatoB annoB, CUCTEMHBLIX PECYPCOB U MPUIOXKEHUA MOryT OblTb BOCCTAHOBIEHHbI
MIHOBEHHO.

OnTumanbHOe COOTHOLLUeHne LUeHbl U Ka4YyecTBa

KomnaHusa 3nkomCodT npegocTaBnsieT KOPNopaTMBHLIM M rOCY4APCTBEHHLIM 3akasynkaM BO3MOXHOCTb 3KOHOMUMN
nytem ogopmneHnss 3akasa Ha BeCb KOMMMEKT MPOAYKTOB BMECTO MOKYMKU KaKOOro M3 HWX Mo oTAensbHocTw. Ele
OonblUen 3KOHOMUM MOXHO [OCTUrHYTb MyTEM 3aka3a nakeTa nuueH3uin. [lpu oTkase OT MCNonb30BaHuA

KOHKYPUPYIOLWKX NPOAYKTOB BO3MOXXHO NoJlydeHne CKUOKn (,D,J'Iﬂ nony4vyeHua CKMOKU CBAXNTECh C OTAESIOM nponam).

bornee nodpobHas uHghopmauyusi 06 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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Mpoaykt Elcomsoft Password Recovery Bundle npeacrtaeneH B Tpex pegakuusix:

Standard | Forensic Business

Mporpamma
Edition Edition Edition
Advanced Archive Password Recovery Pro 1 1 10
Advanced EFS Data Recovery Pro 1 1 10
Elcomsoft Internet Password Breaker 1 1 10
Advanced Instant Messengers Password Recovery 1 1 10
Advanced Intuit Password Recovery 1 1 10
Advanced Lotus Password Recovery 1 1 10
Advanced Mailbox Password Recovery 1 1 10
Advanced Office Password Breaker 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Office Password Recovery Pro 1 1 10
Advanced PDF Password Recovery 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Sage Password Recovery 1 1 10
Advanced SQL Password Recovery 1 1 10
Advanced WordPerfect Office Password Recovery 1 1 10
Proactive System Password Recovery 1 1 10
0o 100 0o 500

Proactive Password Auditor 5 5
y4. 3anucen | yd. 3anucen

Elcomsoft Distributed Password Recovery A0S Ao 20 Ao 100
KMMEHTOB | KINEHTOB KIMUEeHTOB
Elcomsoft System Recovery 1 (Std) 1 (Pro) 1 (Pro)
Elcomsoft Wireless Security Auditor Pro 1 1
Elcomsoft Phone Breaker Forensic 1 1
Elcomsoft Phone Viewer 1 10
Elcomsoft Blackberry Backup Explorer Pro 1 10
Elcomsoft eXplorer for WhatsApp 1 10
Elcomsoft Forensic Disk Decryptor 1 1
Elcomsoft Password Digger 1 10
BecnnatHas gocTtaska skcnpecc-noyton (EMS) v vy vy

Gonee nodpobHas uHghopmayusi 06 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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Elcomsoft Mobile Forensic Bundle

Maketr Elcomsoft Mobile Forensic Bundle Bkniodaetr B ceba Bce
HeoOXoavMMble MporpamMmbl ANA W3BMAEYEHUST U NPOCMOTPA AaHHbIX M3
ycTponcTs nog ynpasnexnvem Apple iOS, Windows Phone 8.x 1 BlackBerry
10. B coctaB nakeTa BK/OYEeHbl Havbornee (yHKUMOHanNbHbIE pegakumm
KaXkgoro MHCTpymeHTa. [ns MHOrmMX npoayKToB AOCTYMHbI BEPCUN Kak Afis
KoMnbloTepoB nopg ynpasneHnem Windows, Tak u gna ycTpOWCTB MoA
ynpaeneHnem Mac OS.

Elcomsoft Mobile Forensic Bundle — nepBbll 1 €QUHCTBEHHbIN Ha PbIHKE
nakeT, BKIOYAKLWMUA MHCTPYMEHTbI C NOAAEPKKON BCEX BO3MOXHbIX
cnocoboB WM3BMeYEHUs OdaHHbIX U3 YCTPOMCTB noa ynpaenennem Apple iOS (dwusnueckoe,
normyeckoe n «obnavyHoe» n3BreveHne).

Copepxumoe Habopa

Habop Elcomsoft Mobile Forensic Bundle cogepuT Bce BbiMyLLEHHbIE KOMNAHNEN «DNKOMCOTY
WHCTPYMEHTbI Ansi MOBUNBHON KpUMWMHanNUCTUMKK. B coctaB Habopa BXOAAT NsATb NMPOOYKTOB B
pepakumnax gna Mac n PC:

e Elcomsoft iOS Forensic Toolkit (Mac n PC) — npogykT ans ¢13anyeckoro U3BnevYeHmst JaHHbIX U3
noaaepxumBaemMblx YCTPOMUCTB npoussoacTea komnaHum Apple (iPhone 4, 4S, 5, 5C, 6, 6S Plus, 7,
iPad 1-4, iPad mini, iPod Touch 5 n 6onee paHHue ycTponcTsaa).

e Elcomsoft Phone Breaker (pepakuusi Forensic, Bepcus gna PC nog ynpaenenHnem Windows) —
ONs1 U3BIeYeHns AaHHbIX U3 ycTponcTB nog ynpasneHmem iOS, Windows Phone 8/8.1 n BlackBerry
10 13 noKarnbHbIX UK «obnaYHbIX» pe3epBHbIX KON, MNopaepKnBaeTcst BOCCTaHOBIEHME Naponen
OT 3aWndPOBaHHBLIX PE3EPBHbIX KOMUA.

e Elcomsoft Phone Breaker Forensic for Mac (Bepcust ans Mac OS X) — onsi nseneveHnst AaHHbIX
13 nokasnbHbIX 1 «0BnayHbIX» pe3epBHbIX KOMUA; BOCCTaHOBMNEHUE naponen B Bepcun ana Mac He
noaaepXxmBaeTcs.

e Elcomsoft Phone Viewer — kOMMNakTHbIN U ObICTPbIN B OCBOEHUM U UCMOSIb30BAHUN UHCTPYMEHT
ANs1 npocMoTpa nHOpMaL M1, NOMyYEeHHON C MOMOLLbIO APYTrMX UHCTPYMEHTOB 13 Habopa.

e Elcomsoft Cloud Explorer - MOLWHbIA 1 ObICTPbLIA MHCTPYMEHT ANA U3BMEYEHMS BCEN OOCTYMHON
nHpopmauum n3 Google Account. [leTanusauusi MeCTonOMOXeHUs MNONb3oBaTens Ha 3aJaHHbIN
NPOMEXYTOK BpemeHu, nepenucka B Gmail, KOHTaKTbl, MCTOPMSA MOMWCKOBbLIX 3anpoCcoB U
NPOCMOTPEHHLIX BED-canToB, hoTorpadum, naponm Chrome n MmHoroe gpyroe.

e Elcomsoft Explorer for WhatsApp - MHCTPYMEHT Ans u3BneYeHusi, paclunpoBKM U NpOCMoTpa
nctopum kommyHukauum WhatsApp.

e Elcomsoft Blackberry Backup Explorer Pro — WHCTPYMEHT AOnsi MpocMoTpa COAEPXUMOro
pe3epBHbIX Konui cTapbix cMapTdoHoB BlackBerry (oo Bepcuu BlackBerry 10).

B coctaB Habopa BxoasaT Hanbonee NpoABUHYTbIE pedakuumn Kaxaoro MHcTpymenTa. K npumepy,
npoaykt Elcomsoft Phone Breaker noctaensieTca B pegakuum Forensic, npenocraBnsoLlien
BO3MOXHOCTb M3BIeYEHNs1 PE3EPBHbIX KOMWUIA YCTPOUCTB nog ynpasneHnem iOS mn3 «obnadyHoro»
xpaHunuuwa iCloud 6e3 ncnonb3oBaHWsi NorMHa 1 Napons.

Gonee nodpobHas uHgopmayusi 06 Elcomsoft Mobile Forensics Bundle:
http://www.elcomsoft.ru/emfb.html
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Elcomsoft iOS Forensic Toolkit

Elcomsoft iOS Forensic Toolkit —  cneuvanuavpoBaHHbIA  NPOAYKT  Ans

/

KPMMUWHaNUCTMYECKOro uccrneaoBaHns ycTponcte Ha ocHoBe Apple iOS. iOS Forensic
Toolkit no3BonsieT akcnepTam NPaBOOXPAHWUTENbHLIX OpraHoB MpPou3BOAWUTL CcBop
I/IH(*)OpMaLWIVI n npoBoAuTb cy,ue6Hb|e N KOMMbHOTEPHO-TEXHNYECKME IKCNEepTU3bl

yctpoincte iPhone, iPad n iPod npousBoactBa komnanum Apple, paboTtawowmx nog
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ynpasnexvem iOS Bepcun 3-11.

/

C nomowbto iOS Forensic Toolkit BO3MOXHO Nony4utb NOMHbIA OOCTYN K MHGOpMauuu,

XpaHsiLenca B noaaepXuBaembix ycTponcTBax. [poaykt obecneumBaeT LENOCTHOCTb U

i aieman

ELCOMSOFT
PrORGEe SOTCWare

Hen3MeHHoCTb uccnegyembix AaHHbiX. C nomowpbto iOS Forensic Toolkit cneumanucTbl

MOTYT MONy4YUTb OOCTYN K paclmndpoBaHHOMY obpasy ¢halinoBov cUCTEMbI YCTPOWCTBA,

pacwugpoBatb KOAbl, MApPONM M MNPOYYH 3alULLEHHY0 uHopMaumio. [JocTyn K OCHOBHOMY MAacCWMBY [OaHHbIX
OCYLLIECTBIAETCA MIHOBEHHO, B peanbHOM BPEMEHW.

Bo3MOXHOCTU nporpaMmmbl

e [locTyn K NOfIHOMY MaccuBy uHcpopmaumm

o ObGecneyvBaeTcs ayTEHTUMHOCTb U LIENTOCTHOCTb Uccrneayemoi nHgpopmaumm

e [lopggepxvBaeMble METOAbI M3BMEYEHUS AaHHBIX: Pu3ndeckoe mn3BnedeHve Ansa 32- n 64-paspsHbIX yCTPOUCTB
e  YacTuyHoe n3BneveHve gaHHbIX 13 3a6I0KMPOBaHHbBIX YCTPOWCTB

e BoccraHoBneHune gaHHbIX cMcTeMHOro xpaHunuiwa (keychain), naponen v sawmMgpoBaHHbLIX AaHHbIX

e BbicTpbIvi c6op nHbopmaLuun (mogenu ¢ 32 6 namaTn obpabaTbiBatoTcs 3a 20-40 MuH)

e [apaHTa LEenoCTHOCTU N HEU3MEHHOCTU UCCnefyemMblX AaHHbIX (ANA MokoneHwun yctponcts ao iPhone 4 un
6onee cTapbix)

o [logaepxka yctponcTB Ha ocHoBe iOS ¢ 3.x N0 9.3.3 meToaoM hU3NHECKOTO N3BIEYEHNS

e [logaepxka ycTpovncTB noa ynpasneHmem iOS ¢ 9.3.4 no 11.Xx METOAOM JFIOrM4ECKOro n3BfieveHust

e  BoccraHoBneHue 4-3HaqHbIX Naponew Ha BkoveHue B I0S 4/8 3a 20-40 MuHyT

e  MrHOBeHHOE BOCCTaHOBIEHWE NApOons Ha BKIoYeHMe ycTponcTs ¢ iOS 0o Bepcuit 3.X BKIMIOYUTENBHO
e CHsiITMEe hm3nYECKMX U Normdeckmx obpasoB yCTponcTBa

e ABTOMaTMYECKOE BeLEHME XypHana BCex CNneACTBEHHbIX AEACTBUN

e [loctynHbl Bepcum ana Mac n Windows

[doctynHo 6onblue nHcpopmMaumm, 4emM XpaHUTCA B pe3epBHbIX Konusx iPhone

iOS Forensic Toolkit oTkpbiBaeT goctyn ko Bcel wHdopmauumu, xpaxsiencs B ycTporcTtBax iPhone/iPad/iPod. C
NMOMOLLbI0 CHATUA buamyeckoro obpasa ycTponcTBa obecrnedvBaeTcsi JOCTyN Kk ropa3go 6onee WMPOKOMY CNEKTPY
[ aHHbIX N0 CPaBHEHMIO C METOAOM pPacLUMdPOBKY Pe3epBHbIX KONMUiA. PaclundpoBbiBaloTCS Takue AaHHbIe, Kak naponu K
cavitam, SMS, anekTpoHHas noyTa, NorMHbI M NAPONN K NporpaMmMam.

Cpe,qm KPUMUHANMUCTUYECKN BaXXHbIX [OaHHbIX COAEPXUTCA Takaa VIH(*)OpMaLWIFI, KakK reorpaqueCKoe nonoxeHue
YCTPOWMCTBa B KaXObli MOMEHT BpPEMEHW, KapTbl M MapLUpyThbl, paccyuMTaHHble ¢ nomolubto Google Maps, nctopus
MoceLLeHNA UHTEPHET PeCcypCcoB, a TakKke MPakTU4ecku BCA MHGOpMauusi, HabpaHHas Ha YCTPOWCTBE C MOMOLLbHO
BMPTYarbHOW KnaBnaTypbl.

Gonee nodpobHas uHgopmayus 06 Elcomsoft iOS Forensic Toolkit:
http://www.elcomsoft.ru/eift.html
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Elcomsoft Phone Breaker

Elcomsoft Phone Breaker — yHuBepcanbHbl MIHCTPYMEHT AN1S U3BNeYeHNs

OaHHbIX M3 pPe3epBHbIX KOMUIA M «0BMayHbIX» XPaHUMULL, MOOMUMbHbIX
yCcTponcTB nog ynpasneHuem iOS, Windows Phone u BlackBerry 10.
WMHCTpymMeHT no3BonseT 3KkcneptaM  MNpaBOOXPaHWUTENbHbIX  OpPraHoB
Nony4YnMTb AOCTYN K 3alWMlieHHbIM naponemM pesepBHbIM KonusM nmbo
CcKkayaTb JaHHble M3 «0BnayHbIX» XpaHunuL,. YTunuTta nogaepxusaeT Bce
cmapTtdoHbl BlackBerry Bnnote o BlackBerry 10 n Bce nopTatuBHble
ycTponcTea Ha nnatdopme Apple iOS, Bkntoyas iPhone, iPad n iPod Touch
BCEX NOKOMNEHW U BepCcuin BNnoTb Ao 8 n X.

e [locTyn K HhopMaLmm1, XpaHUMOM B 3aLLULLEHHBIX NapornemM pe3epBHbix konuax iPhone, iPad v iPod Touch

e  PacwundgpoBka pe3epBHbIX konuii iOS ¢ NOMOLLbIO M3BECTHOMO Naporis

e U3BneyeHue n3 iCloud Photo Library dooTorpacuin, ynanéHHbeix B TeueHune nocnegHux 30 gHen

e  l3BnevyeHne CUHXPOHMU3NPOBAHHbBIX XXYPHANOB 3BOHKOB, KOHTAKTOB, KaneHgapen, 3ameTok U UCTOpuUn AeUCTBUI
nonb3oBarens B 6paysepe Safari u3 iCloud He3aBMCMMO OT pe3epBHbIX KONUA

e M3BneyeHve gaHHbIX YCTPOWCTB noA ynpasneHnem Windows Phone 13 obnayHoro xpanunuiia Microsoft

o BoccraHoBneHue naponen k npunoxeHusm BlackBerry Password Keeper and Wallet

e BoccraHoBneHue naponsi Ha yctpowncteo BlackBerry

e UteHne wun pacwudpoBka AaHHbIX B CUCTEMHOM xpaHunuuie (keychain) (naponn K y4eTHbIM 3anucsam
3NEKTPOHHON MOYTbI, Naponu Ana goctyna k cetam Wi-Fi n naponu ana goctyna k Be6 catam u CTOPOHHUM
NPUIOXEHUAM)

¢  MowmeHTanbHas paclumndpoBka aaHHbIX 13 BlackBerry Password Keeper anst BlackBerry 10

e [lepebop naponen kK KoHTelHepam 1Password, u3Bne4Y€HHbIM M3 Dropbox, nokambHbIX U «0BnaYHbIX»
pe3epBHbIX konun iOS

e M3BneyeHvie pe3epBHbIX KONWUIA YCTPOWCTB nog ynpasrneHvem iOS n3 «obnayHoro» xpanHunuiwa Apple iCloud c
ucnonb3oBaHvem Apple ID u napons nonb3oBaTtens wunu 6e3 HUX (C UCMONb30OBaAHWEM MapKepoB
ayTeHTUdUKaLmm) He3aBMCMMO OT Hanuuus jailbreak n anst Bcex 6e3 UCkMioYeHNs yCTPOMCTB Nog ynpaBneHnem
iOS, Bkntovas ycTponctea nog ynpasneHmem iOS 11

e  BCTpOEHHbIN MHCTpYMeHTapuii 4N U3BReYeHns MapkepoB ayTeHTudmkaumm iCloud

e  /3BneveHue OONOSHUTENbHbBIX AaHHbIX U dhannoB u3 «obnavHoro» xpaHunuiia iCloud u iCloud Drive, Bkntovas
TUMbI AaHHbIX, HEOOCTYMHbIE C MOMOLLBIO LUTATHLIX CPEACTB ONEPaLUOHHON CUCTEMBI

e BoccraHoBneHve naponen Kk pe3epBHbIM KONUAM ANs OpUrMHanbHbIX U ‘MoaundurympoBaHHbix’ iPhone (Bce
mopenu), iPad (Bce nokoneHws) u iPod Touch (Bce nokoneHwst)
e YcKkopeHue ¢ ucnonb3oBaHmem rpaduydecknx kapt NVIDIA 1 AMD

BbI16OpOYHBLIN AOCTYN K AaHHbIM

C nomowbto Elcomsoft Phone Breaker MoxHO ObICTpO momny4mTb HEOOXOAMMYHO MHOPMALMIO U MPONYCTUTL MeEHee
3HauyMMble [OaHHble, KOTopble TpebyT Haubomnbllero BpemMeHW Ans 3arpysky (Hampumep, My3sblka WU BUOEO).
Co006LLeHNs, BIIOXEHUs, HACTPOVKM TenedoHa, >XypHarnbl BbI30BOB, aApecHble KHWUIM, 3aMeTKu, KaneHaapb, HacTpOMKu
MOYTOBOrO akkayHTta, doTtorpadun, BUOeO 1 Apyrne AaHHble MOryT ObiTb 3apaHee BbliOpaHbl U CKayaHbl B CYMTaHHbIE
MUHYTbI, YTO 06ecneymBaeT 4OCTYN K BaXHON MHPOPMAaLMKN B PEXUME pearnbHOro BpEMEHMW.

U3BnevyeHne faHHbIX U3 «obnayHbIx» cepBucoB iCloud n Windows Live!

C nomowbto Elcomsoft Phone Breaker mMoXHO u3BneYb HEMOCPEOCTBEHHO M3 «obraka», Aaxe He uMes camoro
yCTpoWcTBa Ha pykax. Bcé, uto TpebyeTca onsa goctyna k oHnanH-apxueam iCloud wnu Windows Live! — 310 norvH un
naponb nosnb3oBaTens. Bo3aMOXHOCTb A4OCTyNa K AaHHbIM 13 iCloud 6e3 ucnonb3oBaHNs MorMHa 1 Napons — yHukaneHas
BO3MOXHOCTb Elcomsoft Phone Breaker Forensic. Ecnv napornb OT y4€THOM 3anvcu nonb3oBaTens Heu3BecTeH, AnA
goctyna K «obnadyHbiM» [aHHbIM MOXHO MCMONb3oBaTb OCOObLIN Mapkep ayTeHTudwmKauuu, W3BreKkaembln 13
KOMMbloTepa nonb3oBaTens. Vcnonb3oBaHWe OBOWMMHOIO Mapkepa He TpebyeT HM NormHa C naporfieM, HU BTOPUYHOM
ayTeHTudukaumn.

bonee nodpobHo 06 Elcomsoft Phone Breaker:
http://www.elcomsoft.ru/eppb.html
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Elcomsoft Phone Viewer

Elcomsoft Phone Viewer npegnaraet ygoGHbii uHTepdenc ans
npocMoTpa MHdopmauum, N3BNEYEHHON M3 JNOKANbHbBIX U «0BMaYHbIXY
pe3epBHbLIX KONU yCTPOMCTB nog ynpasrneHnem Apple iOS, BlackBerry
10 u Windows Phone 8, 8.1 n Windows Mobile 10. C ero nomoLubto
MOXHO MPOCMOTPETb  MNONib30BaTEeNbCKME  KOHTaKkTbl, MNpo4YnTaTb
coobLleHNsi, MPOCMOTPETb CMUCOK 3BOHKOB, [AaHHble 3aMeToK W
kaneHgaps. MNMpu paboTte c pe3epBHbIMU KOMUSIMUA AaHHbIX YCTPOWCTB
nog ynpasneHnem Apple iOS ¢ nomouwbio Elcomsoft Phone Viewer

MOXHO NPOCMOTPETh yaanéHHble coobeHns — SMS n iMessage.

Bo3mMoOXHOCTU NpoayKTa

Mopnepxka pesepBHbIX konui B dopmate iOS 11 n Bcex npeabiaylimx BepCcui (Kak nokanbHbIX, TaK u
«0BnayHbIX»)

Mopaepxka YacTuyHbIX kKonuin, ussnevyéHHbix u3 iCloud/iCloud Drive B pexvme BbIGOPOYHOro ckaymBaHUsi
(ans Bcex Bepcun iOS)

BcTpoeHHas nogaepkka fokarnbHbIX pe3epBHbIX konui i0S, 3alULLEHHBIX M3BECTHBIM NaposieM
(Hen3BecTHble Nnaponu TpedyeTcs NpeaBapuTENbHO BOCCTAHOBUTL € nomoLbio Elcomsoft Phone Breaker)
AHanus gencreun nonb3osatens B UHTepHeT

Fanepest ©oTO 1 BUAEO C NOAAEPXKKON PUNbTPaLUM No KaTeropusm, Aate 1 BpeMeHu

M3BneyveHve n aHanua TeroB EXIF, aBTomaTuyeckoe onpeaeneHne MecTornonoXeHUst YCTPOUCTBA B MOMEHT
CbEMKM

MpocmoTp iCloud Photo Library ¢ aBTomaTuyeckon dounbTpaumen n pa3brekon no ansbomam

MpocmoTp CMHXPOHU3MPOBaHHLIX € ICloud AaHHbIX ()KypHanoB 3BOHKOB, 3aMETOK, BKNaAoK 1 uctopum
nocelueHus ctpaHul B 6paysepe Safari)

BbicTphifi BbI30B kapT Google Maps ans otobpakeHns KoopAnHaT NoNb30BaTens

MonHoe v BbIGOpOYHOE 3KCMOPTMPOBaHWE OTO U BUAEO

ABTOMaTMYECKas COPTUPOBKA U300paxkeHni 1 Buaeo no kateropuam (Kamepa, BrnioxeHus, MNMpoyee)
CuctemHas rpaduka (MKOHKW, MOrOTUMbI U T.N.) aBTOMaTUYeCKM copTmpyeTcs B nanky «lpoyee»

BbICTpbIA Nonck 1 hunbTpaumsa no pagy napameTpoB, BKMoYas AaTy U Bpems

C nomoubto Elcomsoft Phone Viewer MOXHO NpOCMOTpEeTb CReayoLLyo MHGPOPMaLuuio:

CuctemMHble JaHHble

Mopenb 1 HasBaHWe yCTponcTBa

CepuiiHbIn HOMep yCcTponcTBa

[aTa v Bpems co3gaHus pe3epBHOM Konuu

Opyryto cuctemHyro mHdopmaumio (ana iOS yctpowcte: IMEI, ID ycTponctea, Homep

TenedoHa, Bepcus i0OS)

Monb3oBaTenbckue AaHHble

KoHTakTbl (BKNtoyas KoHTakTbl Facebook, Gmail v T.4.)

CoobLeHns (Ans pesepBHbIX KOMWUIA YCTPOMCTB iOS MOXHO nMpocMaTpuBaTh M yaanéHHble coobLeHus
SMS u iMessage)

>KypHan 3BoHkoB (Bkntovas FaceTime) (kpome Windows Phone)

BameTku (ans Windows Phone B coopmaTte Microsoft OneNote)

KaneHnagapb (ans Bcex y4eTHbIX 3anucen, Bkovas nokanbHble, Microsoft Exchange u iCloud) (kpome
Windows Phone)

®oT0 1 BUAOEO

iCloud Photo Library

MNcTopmsa momckoBbIX 3anpoCOB WM MOCELLEHUN, 3aknagku U OTKpbITble Bpay3epHble BKNagku (Kpome
Windows Phone)

Gonee nodpobHas uHgopmayus 06 Elcomsoft Phone Viewer:

http://www.elcomsoft.ru/epv.html
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Elcomsoft Explorer for WhatsApp

Elcomsoft Explorer for WhatsApp (EXWA) — ygo6HbIi WHCTPYMEHT And
n3BreYeHusi, NPOCMOTPa M aHanM3a Nepenncku nonb3oBaTtenen B NPUNOXEHUN
WhatsApp ans iOS n Android. [JaHHble MpUIOXeHWs MOTyT M3BIEKaTbCs U3
nokaneHbix (iTunes) n «obnayHbix» (iCloud) pesepBHbIX KONMUA MOBUIbHBLIX
yCcTpoucTB nof ynpaeneHvem Apple i0S. Kpome ToOro, nogaepxuBaercs
n3BneYeHMe aBTOHOMHbIX pe3epBHbIX Konui WhatsApp, co3gaBaembix B
«obnayvHbix» xpaHunuwax iCloud Drive mnn Google Drive. [daHHble Takxke
U3BMneKarTCca HenocpeACTBEHHO U3 TernedoHa nof ynpasneHvem Android.
3awndpoBaHHble AdaHHble MOryT ObiTb  pacwmdpoBaHbl MpU  yKasaHum
KOPPEKTHOro napons.

B pexume npocmoTpa AOCTYyMNHbl (pyHKUMM ObICTPOro mnoucka 3anucen u
puUnbTpauMM OaHHbIX, NO3BOMsAOWME O0TOOpas3nTb TOMbKO WHTEpPecyllMe 3anucu —  Hanpuvep,
nonagatoLine B 3afjaHHbIN BPEMEHHOWN NMPOMEXYTOK.

B Elcomsoft Explorer for WhatsApp noggepxuBaloTca crnegylowmMe MeTOAbl M3BMEYEeHWs [AaHHbIX NPUNOXKEHWS
WhatsApp ans iOS:

e W3Bne4yeHue U3 ycTtponcTB noa ynpasneHmem Android
[aHHble u3BnekalTca HenocpeAcTBEHHO U3 TenedoHa nog ynpasneHnem Android.
MopoepxuBaloTCcsa YCTPOWCTBA Kak ¢ Hanudnem pyTt-goctyna (Android 4.0-7.1.1), Tak n 6e3 Hero
(Android 4.0-6.0.1). [Ins n3Bne4yeHns AaHHbIX 3KpaH yCcTponcTea noTpebyeTcsa pa3brnoknposaTb.

e W3Bne4yeHue U3 NoKanbHbIX pe3epPBHbIX KONuM iTunes
YcTtporictBa nog ynpasneHveM iOS MoryT co3gasaTb pe3epBHble KoMK BCeX AaHHbIX NoCpeacTBOM
npunoxenus Apple iTunes. C nomoLlubto EXWA 13 pesepBHOM konuu B popmarte iTunes
N3BMNEKAKTCA BCE AaHHbIE, MEKOLLMEe OTHOLLEHNE K npunoxeHunto WhatsApp, BKkNoYas KOHTaKThbI,
WCTOPUIO MEepenmncKu, oTrpaBneHHble 1 Nony4yeHHsle doTorpadun.

¢ M3BneyeHne N3 cucTeMHbIX pe3epBHbIX KONMUM B «o6nayHom» xpaHunuie Apple iCloud
Ecnu Ha ycTpoWCTBe BKIOYEH PEXUM aBTOMAaTMYECKOro co3aaHus pesepBHbIxX konun B iCloud, ¢
nomoLubio EXWA MOXHO ckayaTb 13 «obriaka» AaHHble, UMEIoLLMe OTHOLLIEHME K NPUMOXEHMWIO
WhatsApp. N3BnekarTcs KOHTaKTbl, UICTOPKSA Nepenucku, otorpacdpun. [Ana ckaumBaHmsa 13
«obnaka» Heobxoammo ykasaTb Apple ID 1 naponb nonb3oBaTenst MMG0 BOCMONb30BaThLCA
MapKepom ayTeHTudmKaLun.

e M3BneyeHne aBTOHOMHBIX pe3epBHbIX konun WhatsApp us iCloud Drive n Google Drive
B npunoxeHunn WhatsApp anst iOS vnm Android MOXHO BKIOUUTE PEXMM CO34aHNS aBTOHOMHbIX
pe3epBHbIX KON JaHHbIX, paboTaloLwmii axe B TOM Cly4vae, Korga pe3epBHOe KOnMpoBaHue
cucTembl cpefcTBamu iOS He akTMBUPOBaHO. [laHHble XpaHAaTes B «obnayvHbixy cepBucax iCloud
Drive n Google Drive. C nomoLubto EWXA MOXHO ckayaTb Takue aBTOHOMHbIE pPe3epPBHbIE KOMUK.
[ns ckaumBaHusa 13 «obnaka» Heobxoammo ykasaTtb Apple ID n naponb none3oBartens nMbo
BOCMOMb30BaTLCA MapkepoM ayTeHTudumkauuu.

B pexume npocmoTtpa gaHHbIX Elcomsoft Explorer for WhatsApp Bce AaHHble, MosydeHHble U3 HECKOSbKUX
UCTOYHMKOB. logaepXuBaloTcs pexumbl noucka U punbTpauun AaHHbIX, YTO MO3BONSET ObLICTPO HaWTK
HYXHble 3anMCu WNW BbIBECTW Ha 3KpaH TOMBbKO Te COObLLEeHWs, KOTOpble COOTBETCTBYIOT 3adaHHOMY
Kputepwuto. [locTtyneH pexxum dunbTpauum no 3agaHHOMY BPEMEHHOMY NPOMEXYTKY.

Gonee nodpobroHas uHgpopmauus 06 Elcomsoft Explorer for WhatsApp:
http://www.elcomsoft.ru/exwa.html
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Elcomsoft Cloud eXplorer

Elcomsoft Cloud Explorer — MHCTpyMEHT Ans m3BneveHus n yaobHoro
npocMoTpa AaHHbIX M3 Google Account. N3BnekaoTcsa 3anmcu 1 3ameTku
Google Keep, CUHXPOHN3MPOBAaHHbLIE KOHTAKTbI NOMb30BaTENS N KPYr ero
obLlleHusi, 3aknagki, naponM W UCTOpMA MNpPOCMOTpa CTpaHuy K3
Opaysepa Chrome, uctopusi NOMCKOBbIX 3aMPOCOB U NEPEXOO0B, AaHHbIE
O MECTOMONOXEHNM MNONb30BaTens, KaneHgapu W MHoOroe [Apyroe.
CkaumBatotcst U coTorpacum, coxpaHEHHbIE MOMb30OBATENIEM B CEPBUC

Google Photos.

I'Ipo,u,yKT ncnonb3yeTca KpUMMHaANMCTaMmn U aKkcnepTamm KOMI'IbIOTepHOIZ

©esonacHoCcTM npu npoBedeHWM paccrnefoBaHun B cdepe  Kubep-

npectynneHuin. C nomoubto Elcomsoft Cloud eXplorer MOXHO He TONbKO
ckayaTb MacCuB [aHHbIX, coDpaHHbI O Monb3oBaTerne komnaHuen Google, HO U MPOCMOTPETb BCH
N3BMEYEHHYI0 MHAOPMALNIO HEMOCPEACTBEHHO B MporpaMme. BCTPOEHHbI MHCTPYMEHT Anis npocmoTtpa
JaHHbIX aBTOMaTtuyeckn obpabaTbiBaeT ABOMYHbIE hopMaThl M NPUBOAUT AaHHble K BuAy, yaobHble Ans

BOCNpPUATUA N aHannsa.

®PyHKUMM  BbICTPOro novcka M uUnbTpauum MNOMOryT HaWTU HYXXHble [OaHHble unu OTuUbLTPOBaTh
WH(OPMaUMIO NO 3adaHHOMY MPU3HaKy. BCTPOEHHbIN WHCTPYMEHT Ans npocMmoTpa  u3obpakeHun
oTobpaxaeT He TonbkO camu doTorpadmm, HO U COMYTCTBYKLIME AaHHble U3 TeroB EXIF, Bknouas

I/IH(*)OpMaLI,I/IIO O KoopAanHaTax TOYKHU, B KOTOpOl71 Obin caenaH CHAMOK.

KomnaHusi Google cobvpaeT orpoMHble MaccuBbl AaHHbIX O 3apPerucTpUpoBaHHbIX MOMb30BaTENAX CBOUX
CcepBMCOB. OTO WM CUHXPOHU3MPOBAHHbIE KOHTAKTbl CO BCEX MOOWUIbHLIX YCTPOWCTB MNofb3oBaTens, U
KaneHgapw, u 3ameTkn Google Keep, 1 MCTOpus NOMCKOBbIX 3aNpoCOB CO BCEX CTAaLMOHAPHbLIX N MOBUIbHbBIX
YCTPOWCTB Nnosb3oBaTers, U doTorpacdum ns «obnaka» Google Photos, 1 coobLieHnss Hangouts, 1 MHoroe,
MHoroe gpyroe. [locTyn K 3TM AaHHbIM LUTaTHLIMU CpeACcTBaMU BO3MOXEH, HO AOCTATOYHO TPYOOEMOK, Npu
3TOM UHGOPMaLNA N3BNEKAETCS U3 pasHbiX MECT N COXPaHAETCH B MHOrovuncneHHblx popmatax. Elcomsoft

Cloud eXplorer ynpoLiaeT npoLecc U3BnevyeHuss JaHHbIX 1 aBTOMaTU3MpyeT X KOHBepPTaL Mo U MPOCMOTP.

Ona poctyna k mHdopmaumm notpebyeTcss BBECTU AaHHble Y4E€THOM 3anucu Google. MNopaepxvBaeTtca

OBYyxdhaKkTopHasa ayTeHTudmKaLus.

Gonee nodpobHas uHgpopmayusi 06 Elcomsoft Cloud eXplorer:

http://www.elcomsoft.ru/ecx.html
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Elcomsoft Wireless Security Auditor

Elcomsoft ~ Wireless Security Auditor nossonseTt ceTeBbIM
aguHucTpaTopamM  MPOBEPUTb,  HACKONMbKO  3allMilieHa  KoprnopaTuBHas
6ecnpoBoaHasi ceTb. Mcnonb3ys 3anaTeHTOBaHHY TEXHOMOIMI0 annapaTHoro
YCKOPEHUs1 BOCCTAHOBIIEHUSI Naporielt Npy NOMOLLM BHOIKETHBIX rpadoM4eCKmX
yCcKOpUTENnen, Elcomsoft  Wireless  Security  Auditor  nossonsiet
npotectupoBatb naponu WPA/WPA2-PSK n Takum obpasom onpegenvtb,

Hackonbko 6e3onacHa 6ECI'IpOBO,D,Ha$I ceTeBas cpena.

Mporpamma nosBonserT:

° [MepexBaTtbiBaTh handshake-nakeTbl B 6eCnpoBOAHOM CETY C MOMOLLbIO BCTPOEHHOTO aHanusatopa Tpadmka

. VMcnonb3oBaTth Kak cTanHgapTHble aganTtepbl Wi-Fi, Tak n cneymanusnpoBaHHblie agantepbl AirPCap

° Onpegenutb cTeneHb 6e3onacHocTu naponen WPA/WPA2-PSK

° MiMnUTMpoBaTh BbICOKOMPOM3BOAMUTENBHbBIE aTaku, UCNOMb3ysi annapaTHOEe YCKOPEHWe Ha OOHOM UMM HECKOMbKUX

sBugeokaptax NVIDIA nnv AMD

. 3aI'IyCKaTb MOLLHbIE aTakn NO CNnoBapk C HacTpamBaeMbiMU MyTaunamMm

AynuT 6e3onacHocT 6ecnpoBOAHbIX ceTen

Elcomsoft Wireless Security Auditor npoBepsieT 6e3onacHocTb 0ecnpoBOAHOM CETW, MblTasCb MPOHWKHYTbL B Hee
cHapyxu unu usHytpu. Pabota Elcomsoft Wireless Security Auditor Hvkak He oTpaxaeTtcs Ha pyHKLVOHWPOBaHWM
GecnpoBogHON ceTw, KOTOpyK NpoBepsieT nporpammMa. EWSA aHanuampyeT nakeTbl CETEBbIX COOOLLEHUI U NblTaeTcs
«B3rnomMaTb» naponn WPA/WPA2-PSK.

Elcomsoft Wireless Security Auditor nponssoguT ayauT M BOCCT@HOBIMEHUE Maponen B TeYeHWe 3aJaHHOro oTpeska
BpemeHu. Elcomsoft Wireless Security Auditor aBnsieTca ogHOM M3 camblx ObICTPLIX Y HAaMbonee MOLLHLIX NporpaMm rno
BOccTaHoBneHuto naponen B Wi-Fi cetsax. Ecnm Elcomsoft Wireless Security Auditor He MoXxeT «B3roMaTb» HU OAWH
naponb B cetm Wi-Fi B TeuyeHue pasymHOro npomexyTka BpeMeHW, To Bcs OecnpoBogHasi CeTb MOXET CuuTaTbCst
3aLlMLLEHHON.

AnnapaTtHoe yckopeHue

YHuKanbHaa TexXHOMOrns annapaTtHOro YCKOpeHust BHeApeHa B MporpaMmy [Ans BOCCTAaHOBMEHWA Maponen B
6ecnpoBOAHbIX CETAX, YTO MO3BOMWIO B COTHM pa3 YMEHbLUUTb BpPeMs BOCCTaHoBreHus naponen WPA/WPA2-PSK.
MoppepxuBas 0o 4 rpacdudeckmx yckoputenen NVIDIA (GeForce, Quadro, Tesla) unn AMD (Radeon HD cepwmi 5000,
6000 mn 7000). Elcomsoft Wireless Security Auditor no3BonseT npyv MUHUMAsbHbBIX BIIOXEHUAX CO34aBaTb CUCTEMBI, MO
NPOU3BOANTENBHOCTU CPABHUMBIE C CYMNEPKOMMbIOTEPAMMU.

Tunbl aTak

Elcomsoft Wireless Security Auditor npoM3BoauT aTaku no crioBapto, 4Tobbl onpeaenvTb Naponun, CoCTosiLmne U3 CrnoB u
(hpa3 pasroBopHOro A3bika. [pumeHsas HacTpavBaeMble Nonb3oBaTenemM Mytauum cnos us crnosaps, Elcomsoft Wireless
Security Auditor ocyLlecTBNsieT COTHV BUOOU3MEHEHUIA Kaxaoro crosa, 4ToObl obecrneuntb HavbOIbLUYyK LUIMPOTY

oxBaTa pasfivyHbIX BapuaHTOB Naponemn.

Eonee nodpobHas uHgpopmauyusi 06 Elcomsoft Wireless Security Auditor:
http://www.elcomsoft.ru/ewsa.html
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Elcomsoft Forensic Disk Decryptor
Elcomsoft Forensic Disk Decryptor ob6ecneyvBaeT MOMeEHTanbHbIA [OCTYN K
coaepXMMoMy 3aLumMdPOBaHHbIX AUCKOB, CO34aHHbIX KpUNTokoHTeHepamu BitLocker (To Go),
FileVault 2, PGP un TrueCrypt. JOCTynHbl peXuMbl MOMHOW paclndpPOBKM U OnepaTUBHOIO
poctyna K uHdopmauun. Knoum Ana  pacumdpoBKUM COOEPKUMOrO  KPUMTOKOHTENHEPOB

M3BJIEeKalTCA U3 crienka OI'IepaTI/IBHOI7I naMAaTn KomMmnbroTepa, MeTodoM aTakum 4Yepeld nopTt

g
13
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FireWire nu6o aHanusom darina rubepHauunm. ObecnevmBaeTcs LENOCTHOCTb U HEU3MEHHOCTb

T

M3BNEYEHHbIX JaHHbIX.

Bo3mMoxHocTu npoaykra

=  PacwudpoBka MHpOpMaLMKM, 3alULEHHONW TPEMS CaMbiMX PACNPOCTPAHEHHBIMU
KPUNTOKOHTEWHEPaMm

= [lopgaepxka 3awmwénHbix TomoB BitLocker, File Vault 2, PGP n TrueCrypt

= [logaepxka nopTaTMBHbIX HOCUTENen u doneL-kapT, 3awwmLéHHbIX BitLocker To Go

* [oppepxka Bcex pexxumoB paboTel PGP, Bkrtoyasi pexum WwndpoBaHusi BCEro Ancka

= [JlocTyn B pexumax peanbHOro BpeMeHu 1 NoMHOM pactundpoBku

*=  l3Bne4yeHue knioyen pacwmndpoBKkM AaHHbIX M3 channos rnbepHaumm, danna-obpasa onepaTtMBHON MamsTK
KoMnbloTepa

*  M3BnekaeT Bce KMOYM M3 Jamna onepaTMBHOW NaMAaTh eAMHOBPEMEHHO, AaXe eCcnin B cucTeMe NpUCYTCTBYIOT
6onee, YeM OAVH KPUNTOKOHTENHEP

= CHATMe obpasa onepaTvBHON NamMATH MPU MOMOLLM BCTPOEHHOIr0 MHCTPYMeHTa (3anyck ¢ USB dneuku)

»  [apaHTus LenocTHOCTU N HEM3MEHHOCTU UCCreayeMbIX AaHHbIX

= BoccraHoBneHne 1 coxpaHeHue Knoven pacundppoBKM AaHHbIX

= [lopmepxka 32- n 64-paspsgHbix Bepcun Windows

Elcomsoft Forensic Disk Decryptor — He3aMeHWMbI WHCTPYMEHT KpunToaHanuTuka, MO3BONAOLNA
CneACcTBEHHbIM OpraHaMm, KopropaTuBHblM OTAenam 6esonacHOCTM UM cneuuanuctam Mo UHAOPMAaLVMOHHON
6e30nacHOCTM MONYyYUTb ONepaTUBHbIA AOCTYN K COQEPXKUMOMY TPEX CaMbIiX PacnpOCTPaHEHHBIX KPUMTOKOHTENHEPOB.
M3BreyeHre AaHHbIX M3 3aliMdPOBaHHbIX TOMOB OCYLLECTBISETCA B pPexuMe peanbHOro BpeMeHW, @ €ANHCTBEHHbIM
(hakTopoM, OrpaHMYMBAIOLLNM CKOPOCTb PaboTbl MPOAYKTa, SABMAETCA OrpaHUYeHHas CKOPOCTb YTEHUs OaHHbIX C
»KECTKOro gucka.

B pexume nonHon pacwundpoBku Elcomsoft Forensic Disk Decryptor co3gaéT nosiHyl0 KOMnuMio BCEX AAHHbIX,
XpPaHALWMXCA B 3aWINPOBAHHOM TOME. JTOT PEXUM MONe3eH CreACTBEHHbIM OpraHaMm AN Co3faHusa fokasaTenbHON
6a3bl. B onepatuBHOM pexunme NpoayKT obecneymBaeT MOMEHTanbHbIA BbIOOPOYHBIN AOCTYN K AaHHbLIM, MOAKMHYas
3awundpoBaHHble TOMa B BUAE HOBbLIX AMCKOB M pacwmndpoBbiBas cuutbiBaemMble dannbsl Ha nety. Pabota Elcomsoft
Forensic Disk Decryptor B onepaTUBHOM pexume Mano otnuyaeTtcst oT pyHKumoHnpoBaHus BitLocker, FileVault 2, PGP
n TrueCrypt.

Kntoun paclumdpoBKkn AaHHBbIX XPaHATCS B ONepaTMBHON NaMsTV KOMMbOTEpa BCE BPeMsi, MOKa MOOKMOYEHbI
3almdpoBaHHble Toma. Npy nepeBoae KOMMbLIOTEPA B PEXMM rMbepHaL MM aTh KNnovm coxpaHsatoTes B davine. Elcomsoft
Forensic Disk Decryptor cnocobeH n3Bneys Heobxoammble AN pacumMdpoBKU AaHHbIX KIO4YK U3 hainos rubepHaumm n
CNEenkKoB onepaTUBHOM NaMATW, CO3AaHHbIX NMOOON KPUMUHANMCTMYECKON NPOrpaMMOoN, a Takke MOSy4YeHHbIX METOA0M
aTakm 4epe3d nopT FireWire. CHATb crenok namsitTu paboTalroLllero KOMMbTepa MOXHO C MOMOLLbI0 OJHOW M3

MHOIO4YUCNEHHbIX NporpamMmm.

bonee nodpobHas uHgpopmayusi 06 Elcomsoft Forensic Disk Decryptor:
http://www.elcomsoft.ru/efdd.html
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PROACTIVE SOFTWARE

NMporpammbl Ansa odbecnevyeHus
0e30nacHOCTU CUCTEMbI

Bnaropapa npogyktam 3OnkomCoT, CUCTEMHbIE aAMWHUCTPATOPbl W CNeuuanucTel MO  MHEOPMALMOHHOMN
©6e30NacHOCTU MMEKT BO3MOXHOCTb MOBBLICUTb CTEMNEeHb 3allMTbl B KOPNOPATUBHBIX CETAX M BOCCTAHOBUTb Maponu K
Yy4YeTHbIM 3anucsam 1 AaHHble nonb3oBaTtenen B onepaunoHHbix cuctemax Windows 2000, Windows 7 (32 bit), Windows
7 (64 bit), Windows Server 2003/2008, Windows Vista (32 bit), Windows Vista (64 bit), Windows XP, Windows 8,
Windows 8.1

Proactive Password Auditor
Proactive  Password Auditor nomoraetr agmMuHUCTpaTopam  NPOBEPUTb
6e30nacHOCTb JIOKalbHbIX ceTe17|, BbIMNOJTHAA ayguUT MOJ1b30BaTEJIbCKNUX napone|7|.
BoigBnaa HebesonacHble naponu, Proactive Password Auditor nossonsieT
onpefenuTb, HACKONbKO yA3BUMa CETb K aTakaM 3I10yMbILLIEHHMKOB.

Bo3amoxHoctn Proactive Password Auditor

= [lpoBepsieT, Hackonbko 6e3onacHbl Naponu, 3aluuLiatoLlne nonb3oBaTenbckmne
y4YeTHble 3anucu

= BoccraHaBnuBaeT naponu k nokansHeiM u AD y4eTHbIM 3anucsim

= [lpousBoauT Takue aTaku, kak NonHbIn nepebop, ataka no cnoeapto unu Rainbow-aTtaka

= [logpepxusaeTt Windows NT4/2000/XP/Vista/2003/2008 n Windows 8.

AyauT ceTeBOM 6e3onacHOCTU

HocTtato4Ho ogHoro cnaboro napons, 4Tobbl BCst ceTh Obina noaBepxeHa onacHocTu. Proactive Password Auditor
npoBepsieT 6e3onacHOCTb CETU, NbiTasiCb B3nlomaTtb ee. Ha AaHHbIN MOMEHT Takol cnocob ayanTa siBNsieTcst cCambiM
HaaéxXHbIN 1 acpdekTnBHBIM. MNporpamMmma NPoBOAUT PAA aTak, MPU3BaHHbIX «B31IOMaTb» Maposib NoMb30BaTens.
Proactive Password Auditor no3BonsieT ocyLecTBNATL ayAnUT Naponen B TEYEHUN OrpaHNYEHHOTO NPOMEXYTKa BPEMEHU.
Ecnu yganock B3nomatb napornb 3a KOPOTKOE BPEMS, TO BCS CETb YXKe HE MOXEeT cuntaTbcs 6esonacHon.

BoccTtaHoBneHue naporen y4eTHbIX 3anmcemn

AOMUuHMCTpaTOpbl MOTYT Ncnonb3oBaTk Proactive Password Auditor n gnst BOCCTaHOBMNEHMSA Naporien K y4eTHbIM
3anucam Windows. Proactive Password Auditor aHanusmpyeT xeLum nonb3oBaTenbCKMX Naponen n BocctaHaBnmBaeT
COOTBETCTBYHOLLME UM Naponu, Aeriasi BO3MOXHbIM NMOMHOLLEHHOE NCMONb30BaHMe YYeTHbIX 3anucen, BKINYas AoCTyn K

dannam un nankam, 3aLLmuieHHbIM ¢ noMoLLbio Encrypting File System.

BbicTpoe BoccTaHoBneHue o 95% naponewn

Proactive Password Auditor ncnosnb3yeT HeCKOSIbKO MPOCTbIX MEeTOAOB B3fioMa naporier, BKMovasi MOSHbIN
nepebop, atakm Mo Macke M Mno crosaplo, a Takke Rainbow-ataku. Camasa addekTnuBHaa aTtaka -- Rainbow-aTaka,
MOCKOMbKY OHa MCMOMb3yeT 3apaHee MOArOoTOBMEHHbIE Tabnuubl xellen. 3To No3BonseT HaxoauTb Ao 95% naponew

3a HECKOJIbKO MUHYT.

Eonee nodpobHas uHghopmauyusi o Proactive Password Auditor:

http://www.elcomsoft.ru/ppa.html
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@ ELCOMSOFT

Elcomsoft Distributed Password Recovery
Elcomsoft Distributed Password Recovery - BbICOKONPOU3BOAUTENbHOE pelleHue
ANl BOCCTaHOBIEHWSA naponem ansi nccrnefoBaTenbCKNX nabopaTtopwuii,
rocy4apCTBEHHbIX areHCTB 1 Kopropauuii, ucnonb3ytowmx 4o 10 Tbicsy 00 beNHEHHbIX
B CeTb KOMMbIOTEPOB. Mcnonb3ys yHUKanbHYH TEXHOMOTUKO YCKOPEHUSt U NMUHENHOEe
MacwTabupoBaHue, Elcomsoft Distributed Password Recovery nossonset ObICTpo
BOCCTAHOBUTbL [aHHblE U SIBMSIETCS OAHUM U3 CaMbIX NEepPefoBbiX MNPOAYKTOB MO

BOCCTaHOBIIEHMIO NapOen OOCTYNHbIX Ha CErOAHSALLHNI OEHb.

XapakTepucTUKu 1 npeMmyllecTBa

o [lopoepxka rpacudecknx npoueccopos NVIDIA n AMD nossonset
BOCCTaHaBnvBaTb A0 1 Munnuapaa napornewn B CeKyHAy

o [lognepxvBaeT 0o 32-X NPOLIECCOPOB UNu aaep u Ao 8-x rpaduyeckmx KapT Ha ogHoONM paboyer cTaHuum

50-kpaTHoe yckopeHue nepebopa Ha npoueccopax NVIDIA n AMD (nonyyeH naTeHT)

JInHenHoe maclTabupoBaHme 1 NIMHENHbLIN POCT NPOM3BOAMTENBHOCTM NpK ncnonb3osaHum 4o 10000 pabounx

cTaHummn

CoenvnHeHve ¢ cepBepoOM MOXET ObITb YCTAHOBIIEHO Kak MO JIOKanbHOW ceTu, Tak 1 Yepes VIHTepHeT

YnpaBneHne cepBepoM ¢ N0 paboyein CTaHL MM C UCMOSb30BAHNEM KOHCON

"paduk pacnpegeneHust Harpysku

MuHUManbHbIA 06MEH AaHHBIMU MO CETWM CBOAMUT NOTEPY OT MacLUTabupoBaHWs K HyIO

MoppepxmnBaemblie hopmaTbl (hanoB U NPUNOKEHUSA

=  Microsoft Office: Word, Excel, PowerPoint, Money, OneNote

=  OpenDocument (OpenOffice, StarOffice)

= PGP (auckun, nn4Hble ceptudmkaTbl, camopacnakoBblBaloLWMecs apxmsebl 1 T.4.)
= [laponu k kpynTokoHTeHepam TrueCrypt u BitLocker

=  Ceptudmkatbl Personal Information Exchange (PKCS #12)

= Adobe Acrobat PDF

= [laponu nonb3oBatenen Windows NT/2000/XP/2003/Vista/7/2008 (LM/NTLM)
= [laponun SYSKEY, Domain Cached Credentials

=  ®awnbl IBM Notes ID

= MDS5 hashes

= [laponu nonb3osatenen UNIX u Oracle

=  [laponu WPA-PSK

=  Mactep-naponu TheBat!, Mozilla/Firefox/Thunderbird

YckopeHue pacwmndpoBKu npu nomolum rpacpmyeckmnx kapt NVIDIA

Mcnonb3oBaHue rpaduyecknx KapT MO3BOMSET YCKOpUTbL paclwimdpoBky 6onee 4vem B 50
pas. Mopaepxuatotca Buaeokaptel NVIDIA (GeForce, Quadro, Tesla) n AMD Radeon HD cepun 5000,
6000, 7000, a Takxe R7/9. B Elcomsoft Distributed Password Recovery MCnonb3yloTCs YHUKalnbHble
3anaTteHToBaHHble pa3paboTky ElcomSoft B o6nact onTummsauum nporpaMMHOro Koga, YTo CyLLeCTBEHHO
yCKOpsieT npouecc nepebopa naponein. Micnons3oBaHne rpadoMiecknx agantepoB No3BonseT Aenermposartb
OCHOBHYIO BbIYUCITUTESNbHYIO HArpy3Ky Ha Mpov3BOAUTENbHblE MOLLHOCTM BMAEOKapT, No3Bonss Aobutbes
NPON3BOAMUTENBHOCTU, paHee OOCTYMHOM MWL Ha CyrnepKoMMblTepaXx.

Gornee nodpobHas uHghopmauusi 06 Elcomsoft Distributed Password Recovery:
http://www.elcomsoft.ru/edpr.html
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Elcomsoft System Recovery

[o 40% oGpalleHuin B Cnyxbbl TEXHUYECKON NOAAEPXKKN CBA3AHbI C
3abbITbIMU MNU  YTEPSIHHBIMKU MaponamMu Ans Bxoda B cuctemy. C
nomouibto ESR Bbl MoxeTe BOCCTaHOBUTbL unu cOpocuTb  MNaporib
nerko n 6eictpo! Het HeobxoaumocTn nepedopmaTmpoBaTb AUCK UK
nepeycrtaHaenueatb Windows. [lpocTto 3arpy3ute KomnbiloTep C
roTOBOrO K WUCMOJSIb30BaHMIO AUCKa U pas3briokupyiite Bally cUCTeEMY
OyKBanbHO 3a HECKOIBKO MUHYT.

Elcomsoft System Recovery no3Bonget MrHOBEHHO COPOCUTbL UIK

NMOMEHATb NapoJin K y‘-léTHbIM 3anncam, a Takxe BKI4YaeT pdq aTtak, C

NMOMOLLbIO KOTOPbIX MOTYT ObITb HAWAEHbI OPUrMHasbLHbIE NAPOIV.
Elcomsoft  System Recovery  pasbnokupyet  y4yé€THble  3anucu
AoMuHucTpaTopa 1 gpyrux nonb3osatenen B cuctemax Windows NT, 2000, XP, 2003 Server, Vista n1 Windows 2008

Server.

XapakTepucTUKu 1 npeMmyLuecTBa

e BoccraHoBneHne opuruHanbHbIX Naponen (B HEKOTOPbIX cryyasix), obecnevvBatoLLee AOCTYN K AaHHbIM,
3almdpoBaHHbLIM C Ucrnonb3oBaHuem EFS

e  Bo3MOXHOCTb BbIFPY3KM X3LLEN naponen (Ana gansHenwWwero aHanusa n BOCCTaHOBMNEHMST) KaK U3 OKanbHOro
peecTtpa, Tak u u3 Active Directory

o [logHaTve npusunerun (4o ypoBHA AgMUHUCTpaTopa) Ansa Nobon y4éTHOM 3anucu

e [JlocTyn K y4ETHBIM 3aNMCAM, Yy KOTOPbIX UCTEK CPOK AENCTBUA Naponsa nunv umetowwmx ctartyc locked nnm
disabled

o [lopoepxka pannosbix cuctem FAT, FAT32 n NTFS

e  lcnonb3oBaHue NpuBbIYHOIO rpadmyeckoro nHtepderica Windows

o [loppepxka nokanusoBaHHbIX Bepcuin Windows; paboTta ¢ umeHamu nonb3oBaTenen 1 NaponsiMy Ha BCeX
A3blkax; aBToMaTuyeckoe onpenerneHne Bcex yctaHoBneHHbIx konui Windows

e [loggep)kka LUMPOKOro crnekTpa annapaTtHoro obecneyeHust, Bkntovas koHTponnepbl SATA, RAID n SCSI ot
npoussoautenen NVIDIA, VIA, SiS, Adaptec, Promise n LSl

FoToB K 3arpy3ke

Mporpamma co3gaHa Ha OCHOBe nuLeH3vpoBaHHoW Yy Microsoft cuctembl Windows Preinstallation Environment
(Windows PE). Elcomsoft System Recovery noctaBnseTca B BuAe rOTOBOrO 3arpy3oqHOro Aucka, KOTOPbIA MOXHO

ncnosnb3oBaTtb HeMeasneHHo; nNpu HeoBGX0ANMOCTM MOXHO CO3aaTb 3arpy30quu71 USB-auck.

Jlerko ucnonb3oBaTtb
Cuctema Windows PE npegoctaBnsiet yaoOHbIA U NpUBbIYHLIN UHTepdeiic Windows. Hukakux CKpUNTOB, HUKAKOM
KOMaHOHOWM CTPOKM, HUKAKMUX CIOXHbIX HacTpoek. lMpocTto 3arpy3ute komnbtotep ¢ CD wnm cdnew-gucka Elcomsoft

System Recovery v peluuTte Bce NpoGremMbl, CBA3aHHbIE C 4OCTYNOM B CUCTEMY.

Gonee nodpobHas uHpopmauyusi 06 Elcomsoft System Recovery:
http://www.elcomsoft.ru/esr.html
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Advanced EFS Data Recovery

Advanced EFS Data Recovery BoccTaHaenueaeT 3allnpOBaHHbIE
dainbl 1 nankn n pabotaeT co Bcemu Bepcusimn Windows 2000, XP, 2003,
Vista, windows 7 n Windows Server 2008. BoccTtaHoBneHne BO3MOXHO
Aaxe B cnyyasx, korga cucteMa nospexaeHa, He 3arpyxaeTcs unu korga
YyTepPSsiHbl HEKOTOPbIE KITI0YU LUNPOBaHUS.

Advanced EFS Data Recovery BoccTaHaBnvBaeT CTaBlUve
HeJOCTYMHbIMM BCreacTeMe oLInboK aAMVHUCTPUPOBaHNA
3awndpoBaHHble AaHHble. NpumMepbl Takmx owunboK: yaaneHne Y4E€THbIX
3anvcei nonb3oBaTenen, OTCYTCTBME areHToB BOccTaHoBneHusi (Data
Recovery Agents) wnm uX  HenpasBurbHOE  KOHUrypuposaHue,

HEKOPPEKTHbIN NepeHoC Y4YéTHbIX 3anvMcen B OPyrorM [OMEH, a Takke

nepeHoc ANUCKOB C BaLIJI/Id)DOBaHHbIMVI OaHHbIMU MeXAYy KOMNbTepamn.
Mpumepbl npuMmeHeHUus

Advanced EFS Data Recovery siBNsieTCS MOLLHOW YTUITMTOM BOCCTAHOBIIEHWUS OaHHbLIX, MOMOraloLlen MonyvynTb
AOCTYN K hannam B LIenoM pse CroXHbIX Clyvaes.

= [lnck ¢ 3awmdpoBaHHbIMU AAaHHBIMU BCTABMEH B APYrov KOMMbIOTEP

=  YpaneHbl y4eTHble 3anucu unm npodunm nonb3osartenem

= HekoppekTHbIv (6e3 yyeTa EFS) nepeHoc y4eTHOM 3anvcuy B APYron AOMEH

=  CucTeMHbl agMUHUCTPATOP cOpOCKI Naposib YYETHON 3anmcu

= [loBpexaeHHbIN AMCK nnu dannosas cuctema, onepauroHHas cuctTeMa He 3arpyxaeTtcs

= [lpousBeneH anrpen KoMnbloTepa Unv nepeycraHoBneHa onepawumoHHas cuctema Windows

=  CucTeMHbIN pasfern oTopmaTMpoBaH, HO 3allndpoBaHHbIE AAaHHbIE OCTanMCh Ha APYroM AUCKe

BoccTtaHoBneHue 3awmcppoBaHHbIX hannos

Advanced EFS Data Recovery ObIcTpo 1 3heKTUBHO paclumdpoBbIBaeT AaHHbIE, 3allULLeHHble cpeacTBamu EFS
(Encrypting File System). Ckanupysi guck cektop 3a cektopoM, Advanced EFS Data Recovery obHapyxwuBaeT
3awnpoBaHHble hannbl U OOCTYMNHbIE KMOYM WMAPOBaAHUS, Nocrie Yero gewmndpyeT HangeHHble annel. [Npamon
poctyn K cpannoson cucteme nossonsiet Advanced EFS Data Recovery BoccTaHaBnvBath 3alumgpoBaHHble hansbl B
CaMblX CMOXHbIX Cly4yasX, Hanpumep, Korga HeT BO3MOXHOCTM BOWTM B CUCTEMY, WM KOrAa HEKOTOPbIE KIOYU

LUMOPOBaHMWSI NOBPEXOEHB! UMW HEAOCTYMHbI.

BbicTpbIn AocTyn

Mpu nomowwm Advanced EFS Data Recovery B nogasnstowiem 60mbLIMHCTBE CrydaeB BO3MOXHO BOCCTaHOBIEHME
3alwmndpoBaHHbix EFS gaHHbIX. B nporpamme B nomHou Mepe ucnonb3yeTtcs yasBuMocTb EFS, npucyTcTBylowas B
Windows 2000, 4To MO3BOMSAET CYLIECTBEHHO YNPOCTUTL BOCCTaHoBreHne ¢annoB. Ecrnn nssecteH naponb y4eTHOW
3anucu (Unu napornb, UCMONb3YEMbIN paHee, A0 TOro kak OH ObiN ydaneH CUCTEMHbIM afMUHUCTPATOPOB) UMY

AIMUHMCTPaTOpa, TO AOCTYN K 3allMgPOBaHHbIM hainaM MOXHO MoNy4uTb NPaKTUYEeCKN MIHOBEHHO.

MpodeccuoHanbHasa Bepcus AEFSDR o6HapyxumBaeT MacTep- v NnYHble KMoun B yAaneHHbIX dannax, ckaHupyeT
AVICK Ha YPOBHE CEKTOPOB M MCMOMb3yeT LabnoHbl AnA OOHapyXeHus Knodern WndpoBaHus, YTo AaeT BO3MOXHOCTb

BOCCTaHOBWUTb AaHHbIE B Clny4vae nepecdopmaTMpoBaHusa UCKOB UMK nepeycrtaHoBKU Windows.

Gonee nodpobHas uHgpopmayus o Advanced EFS Data Recovery:
http://www.elcomsoft.ru/aefsdr.html
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Proactive System Password Recovery

Ecnn nonb3oBatens moxeTt asTtopusoBaTbca B Windows, To Proactive System
Password Recovery MrHOBEHHO BOCCTaHOBWT Naposfv MHOrUX TWNoB 6e3 npuMeHeHust
ONuTenbHbIX aTak, a TakKe OTOOpasuT CKPbITyld CUCTEMHYH WHGOPMaLMio, Takyto
Kak naeHtudpukatop npoaykta unu CD Key.

MrHoBeHHOe BocCTaHOBIeHUue

= [laponu Ha Bxog Windows 95/98/ME, Windows NT4/2000 (nonb3oBaTtenb OOMKEH
OblTb aBTOPU30BaH B CUCTEME)

= [laponu Ha aBToMaTtmyeckui Bxog Windows 95/98/ME/NT4/2000/XP/2003

= [laponu .NET Passport

= Kntoumn wudposaHus n naponu ans 6ecnposogHbix ceten (WEP n WPA-PSK), xpaHumble ¢ WZC

=  XpaHumble naponu none3osartenen Windows XP (MHOXeCcTBEHHble MaHaaTbl)

= [laponu Ha 3KpaHHYIO 3acTaBKy

= [laponu RAS, naponu goctyna k lHTepHeT-npoBavigepam (dial-up), nponu Ha coeanHerns VPN

= [laponu n npaea goctyna k pasgensiembiM (shared) pecypcam

= [Maponu, ckpbITble NOA 3BE3404KaMK, XpaHMble Ha Aucke cOpoca naponen

= [laponu k Remote Desktop Connections

BbicTpoe BoccTaHOBNEHWE NPU NOMOLUM aTak

=  [laponu k y4€THbIM 3anucsam nonb3oBatenen Windows NT/2000/XP/2003/Vista/2008
= [laponu Ha aTane 3arpysku (SYSKEY)

= [laponu, coxpaHéHHble B Domain Cached Credentials

=  [laponun WPA-PSK

= [laponu k yganeHHoMy nomoLuHuky Windows

= [laponu Windows 9x u3 carnos PWL

Proactive System Password Recovery He TONlbkO BOCCTaHaBNMBaeT MapoSiM, HO Takke MO3BOSIAET MPOBOAUTL
MaHuNynsumMm ¢ NofNb30BaTeSlbCKUMM HACTPOMKaMu 1 hannamm peectpa.

Gornee nodpobHo o Proactive System Password Recovery:
http://www.elcomsoft.ru/pspr.html

Elcomsoft Password Digger

Elcomsoft Password Digger — yaoOHbIA MHCTPYMEHT AN paclndpoBKM
naponen, U3BneYEHHbIX N3 CUCTEMHbBIX U MOMb30BATENLCKNX 3aLUULLEHHBIX
xpanunuw, keychain  onepaumoHHom cuctembl OS  X. [lpoaykr
pacluungposbiBaeT cogepxmmoe Mac OS keychain, nssnekaet naponu u
COMNyTCTBYHOLLME AaHHbIE U COXpPaHAET ux B Buge dpamna XML. Kpome Toro,
CMNCOK Naporierl coxpaHdeTca B BuAe MPOCTOro TEKCTOBOro cpamna Aans
MCNONb30BaHMS B KayecTBe CroBaps, MO3BOMSAIOLWEro CyLeCTBEHHO
yCKOpUTb Nepebop naponen COOTBETCTBYIOLLMMWN NHCTPYMEHTaMW.

Elcomsoft Password Digger no3sonsieT aBTOMaTu3MpoBaTb MpoLece

pacwngpoBKN N aHanu3a 3anucen un3 3alnwéHHoro xpaHunuwa keychain, nonyyYeHHbIX B
pesynbTaTe aHanusa komnbtoTepa nog ynpasnexvem OS X. B otnuume ot BCTpoeHHoro B OS X
nHcTtpymeHTa Keychain Access, Elcomsoft Password Digger He TpebyeT BBOga naponda ang
JOCTyna K KaXgomn 3anucu.

bonee nodpobHas uHgpopmayusi 06 Elcomsoft Password Digger:
http://www.elcomsoft.ru/epd.html
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NMPOrPAMMbI AJ1 BOCCTAHOBINEHUA NMAPONEN

Hawwn npoaykTbl N0 BOCCTaHOBMEHMIO Naponen nogaepxusatoT 6onee 200 LWMPOKOMCNONb3yeMbIX
dopmatoB dannos, Takux kak Microsoft Office, VBA, Microsoft Backup, Mail, Schedule+ u Internet

Explorer, a Takke nporpammbl Ans1 CKaTUA AaHHBIX, KOMNOHEHTbI Lotus SmartSuite, Adobe Acrobat

N MHOrve apyrve.

Advanced Archive Password Recovery

Advanced Archive Password Recovery BocCTaHaBnuBaeT [JOCTyn K 3alndpoBaHHbIM
apxvBaM, CHVMMas MaporbHyl 3awuty nmMbo BOCCTaHaBNMBasi OpWUrMHamNbHbIE Naponu.
MopopepxuBatoTca apxvebl ZIP 1 RAR, co3gaHHble ¢ UCMonb30BaHMEM MoObIX Nporpamm-
apxvMBaToOpOB, a TaKke caMmopacnakoBbiBaloLLnecst apxusbl popmate EXE, co3gaHHble PKZip,
WinZip, RAR n WInRAR. B HekoTOpbix cny4yasx (B 4YacTHOCTW, MPWU MCMONb30BaHUN
apxuBatopoB WinZip Bepcun 8.0 u 6Gonee paHHWMX) rapaHTUpyeTCs CHATWE 3aluTbl B
TeyeHure yaca.

Advanced Archive Password Recovery nogaepxuBaeT pasnuyHble Tunbl WUPOBaHWS ©

KomMnpeccun, ucnonb3yet BCe HangeHHble YA3BUMOCTU ONA YCKOpEeHWA paclmngpoBkm 1

obecneumBaeT BbICO‘-IaVILUYFO npon3BoanTESIbHOCTb 6naro;:lap;| HI/I3K0yDOBHeBOI7I onTnMmnzauunn.

Bbornee nodpobHo 06 Advanced Archive Password Recovery:
http://www.elcomsoft.ru/archpr.html

Advanced Office Password Recovery
Advanced Office Password Recovery no3sonsieT BocCTaHaBnuMBaTtb naponu nnubo obxoauntb
naponbHy0 3alnTy (GannoB 1 JOKYMEHTOB, CO34aHHbIX B MpoAykTax cemencrea Microsoft
Office Bcex Bepcuin. B gaHHbIN MOMEHT nogaepxuBatoTca Bepcum ¢ 2.0 no 2016
BKNoYuTENbHO. NporpamMmma nogaepxmBaeT AOKYMEHTbI, co3aaHHble Microsoft Word, Excel,
Access, Outlook, Project, Money, PowerPoint, Visio, Publisher, OneNote, Backup,
Schedule+, a Takke Microsoft Mail. Kpome nepeuyncneHHoro, nporpamma no3BonsieT

MONy4nTb JOCTYN K MCXOAHBIM TekcTam VBA MakpocoB, 3alLLMLLEHHbIX Naponem, 1 copocuTb

napornb k Content Advisor B Internet Explorer.

MrHoBeHHOe BOCCTaHOBJIeHMe AOCTYMNa K 3alMWeHHbIM JOKYMeHTaM
[Haneko He Bce naponu aBnsatTca ctorkumun. Advanced Office Password Recovery no3BonsieT MeHO8EeHHO BOCCTaHOBUTL
AOCTYN K pasNuyHbiM TUNam 3alluLeHHbIX JOKYMEHTOB, BKIOYas AOKYMeHTbI, co3gaHHble B Word u Excel 97 n 2000.
Bonee nosgHve Bepcunm Word n Excel coxpaHaioT OOKYMEHTbl M Tabnuubl B pexume COBMECTMMOCTU C pPaHHUMU
BEPCUAMM, YTO MO3BONAET NOMY4YUTb MIHOBEHHBIN AOCTYN K 3TUM dhannam.

[ns BoccTtaHoBneHust naponen k Office 2007/2013/2016, rae ncnonb3yeTcst 3Ha4YUTENBHO Gonee CTolkoe WndpoBaHue,
nporpamMmma npuMeHsieT 3anaTeHTOBaHHYK TEXHOMOrMI0 ycKopeHus npu nomMowm rpadpudeckux kapt NVIDIA u AMD.

Bo3moXXHO 0gHOBpEMEHHOE UCMNonb30oBaHne 32 saep LeHTpanbHbIX MPoLeccopoB 1 40 8 rpadhuyecknx npoLeccopos.

Bornee noopobHo 06 Advanced Office Password Recovery:
http://www.elcomsoft.ru/aopr.html
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Advanced Office Password Breaker

Advanced Office Password Breaker no3sonsieT rapaHTUMPOBaHHO
CHumaTb 3awmTy ¢ gokymeHtoB Word n Excel 97 n 2000, a Takke
(hannoe, co3daHHbIX B Oonee no3gHMX BEPCUSIX U COXPaAHEHHbIX B
pexnme COoBMeCTUMOCTHN.

FapaHTMpoBaHHOe BpeMsA pacLnppoBKU

B otnuumne ot koHkypupytowmx npoayktoB Advanced Office Password Breaker He
ncnonb3yeT NpsiMon nepebop napornew, KOTopbIi MOXET ANnTbCs rogamu. bnarogaps
cnabon 3awmute oT Microsoft, MOXHO C NErkocTbld HaWTWM KoY  WNdpPOBaHUS

[IOKyMEHTa U Mony4YnuTb K Hemy pgoctyn. [MepeGop 40-GUTHbIX Khtoverd MoxeT ObiTb NpPou3BegeH 3a M3BECTHbI
NPOMEXYTOK BPEMEHU, KOTOPbIV 3aBUCUT JULLb OT MOLLHOCTYM MpoLieccopa 1 KonuvecTsa aaep.

Mpouecc nowucka kntoya 3aHMMaeT OKonMo 5 gHel ¢ ucnonb3oBaHMeM OObIMHOMO OAHOSAEPHOro npoLleccopa.
CoBpeMeHHble npoueccopbl cepuit Core 2 Duo 1 Core 2 Quad no3BonsoT yckopuTb Nepebop Krntoya nponopLoHanbHO
konuyecTtBy saep. pu wncnonb3oBaHUM 3apaHee noAroToBneHHbIX Tabnuy (ThunderTables® umeeTcsa naTeHT),
noctaensieMbix ¢ Enterprise-Bepcuent npoaykTa, paclundpoBka Npon3BOAUTCS NPaKTUYECKM MIHOBEHHO.

Bonee nodpobHo 06 Advanced Office Password Breaker:
http://www.elcomsoft.ru/aopb.html

Advanced PDF Password Recovery
Pacwudpynte dannsl PDF 1 NOAHOCTbIO CHUMUTE Bce
OrpaHUYeHuss Ha pedakTMpoBaHWe, neyatb W KOMMpOBaHMe.
[Mporpamma MOMeHTanbHO OTKpbIBAET 3allMLeHHbIe naponem
AokyMeHTbl PDF. YHukanbHas TexHororuss Thunder Tables®
rapaHTMpyeT BOCCTaHOBMieHWe krodyen panuHon 40 6ut B
TeyeHve ofHon MuHyTbll ONTUMMW3MPOBAHHBIM MOL HOBbIE

npoLeccopbl KoA obecneuvBaeT 6bICTpoe BOCCTaHOBJIEHNE

CcaMbIX CMOXHbIX Maponen.

XapakTepucTUKU U npeumMyliecTea

= [loppepxka Bcex Bepcuit Adobe Acrobat, Bkntovasi Acrobat X

= [lopaepxka rpaduyecknx yckoputenemn

= [logaepxka BceX CTOPOHHUX NPUOXEHWUIA, cOXpaHsaLWmX dannsl B hopmate PDF

=  MrHOBEHHOE CHATME 3aLLMThbl OT KOMMPOBAHWS, peaakTUPOBaHNS U pacneyaTku

=  CHATMe naponen nonb3oBaTtens v Bragensua (naponu “owner” u “user”)

= CHATMEe NaponbHOM 3alMTbl HA OTKPbITUE AOKYMEHTA

= [logoaepxka 40- n 128-6utHoro wudpoBaHua RC4, a Takke 128-6uTtHoro n 256-6utHoro wundposaHus AES

=  TexHonorust Thunder Tables® ans 6bicTporo cHATUA 40-6UTHOM 3aLUTDI

= [logaepkka aTaku no croBapio 1 npsiMoro nepebopa naporner ¢ UCNonb30BaHWEM LLAONOHOB 1 Macok

= [lpogyKT OOCTYyNeH B TPEX Pas3nMyHbIX peaakuusix

=  Bo3MOXHOCTb yaaneHusi koga JScript, anemeHToB hopm 1 LndpOoBbIX NOANNCEN

= OnTumu3auus Kkoga nof COBpeMEHHbIE NPOLLECCOPbI NO3BOMAET 4OCTUYb MaKCMMaribHOWM B JaHHOM Krnacce
NpoAyKTOB cCKOpocTu nepebopa napornew

Bornee nodpobHas uHgopmayusi o6 Advanced PDF Password Recovery:
http://www.elcomsoft.ru/apdfpr.html
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Tenepb 3abblTble UK yTepsiHHbIE MAPONM Monb3oBaTens U agMUHMHCTpaTopa 6a3 AaHHbIX
Microsoft SQL Server MOXHO nerko BoccTaHOBUTb unn cbpocutb. Advanced SQL Password
Recovery nopgaepxuvBaeT Bce Bepcun Microsoft SQL Server n Microsoft SQL Server Express

Edition, BnnoTb Ao nocnegHen sepcum 2008.

HeTt HeobxogumocTu yctaHaBnvBatb Microsoft SQL Server, 4ToObl BOCCTaHOBUTbH Maporb!
MOXHO BOCCTaHOBWTb YTEpsiHHbIA Maporb C noboro nepcoHanbHoro komnbtotepa. Bcé, yto
HY)XHO 4TOObl 3aMeHUTb Maporb Monb3oBaTens WnuM agMuHUcTpaTopa 6asbl AaHHbIX - 3TO
Advanced SQL Password Recovery u dann master.mdf. Advanced SQL Password Recovery
nopaepxmeaeT Microsoft SQL Server n Microsoft SQL Server Express 2000/2005/2008/2012/2014/2016/2017.

Advanced SQL Password Recovery MOXeT COPOCUTb U 3aMEHUTb Naposiv NGO ANMHBI 1 CIIOXKHOCTW, COCTaBMEHHbIE
13 BykB nboro andgasvTa U C UCMofb3oBaHMeM nobon koamposkn. Advanced SQL Password Recovery obxoautca
6e3 yTOMUTENbHBIX aTak WM CrOXKHbIX HAcTpoeKk [Afsi OMbITHbIX Mofb3oBaTeniei. [JocTaTouyHO MPOCTO 3anyCcTUTb

Advanced SQL Password Recovery, 4Tobbl cOpocuTb ntobble naponu ans nobon 6asbl gaHHbIX SQL Server!

Eonee nodpobHo 06 Advanced SQL Password Recovery:

http://www.elcomsoft.ru/asqlpr.html

Elcomsoft Internet Password Breaker
Elcomsoft Internet Password Breaker — WHCTPYMEHT [Ansi MrHOBEHHOIO W3BIIEYEHUS
pa3HoobpasHbIX Maposiell, COXPaHEHHbIX Ha KOMMblTepe nonb3oBaTens. K3Bnekaertcs
nHdopmauma 06 Y4ETHBLIX 3anncsX U TEKCTOBble Maponu K canTam, couuanbHbIM CETSM,
YY4ETHBIM 3anucsiM M MOYTOBbIM slMKam. M3BnekatoTca maponu, coxpaHEéHHble B Gpaysepax
Chrome, Internet Explorer n Edge, Opera n Yandex Browser, dopmbl AutoComplete, a takxe
naponv un nNuyHele AaHHble u3 Bepcumn Microsoft Outlook, Outlook Express, Windows Mail u3

coctaBa Windows 10, Windows Live Mail n Thunderbird.

B Elcomsoft Internet Password Breaker Takke peanv3oBaH MOMHOCTbIO aBTOMaTUYECKUN
pexnm 13BnevYeHust Naposier n CocTaBneHns crioBaps AN CrnoBapHbIX aTak ¢ nomoLbio Elcomsoft Distributed Password
Recovery.
e  lI3BneyeHue napornen n3 MHoxecTBa Beb-6paysepos
e [loCTynHbI peXuMbl MPOCMOTPA OTAEMbHBIX MAPOSIeN, SKCMOPT YHETHBIX 3anvcen 1 CO34aHune crioBaps
e CroBapb, CO3[aHHbI HA OCHOBE Maporel nofb3oBaTens, NoMoraeT packpbiTb A0 70% crnyvaeB npu atake Ha
3almdpoBaHHble pansibl U JOKYMEHTbI

e BoccraHoBneHune naponeu kK counanbHbIM ceTaM, (hopymam, OHManHOBbLIM NOYTOBLIM CEPBUCAM M YaTam

bonee nodpobHo 06 Elcomsoft Internet Password Breaker:
http://www.elcomsoft.ru/einpb.html
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PROACTIVE SOFTWARE

Advanced WordPerfect Office Password Recovery

Bbl MOXeTe ObICTPO, B aBTOMAaTUYECKOM pEeXMME CHATb 3awmTy ¢ gokymeHToB Corel Office npu nomotun
Advanced WordPerfect Office Password Recovery! Advanced WordPerfect Office Password Recovery

nerko BOCCTaHaBNMBaeT naponu K AokymeHTam, co3gaHHeim B Corel Office WordPerfect, Quattro Pro u

Paradox. Npu aToM He uCNonb3ylTCA AnuTenbHble aTaku. CroXHble HaCcTPOMKW Ons NPOABUHYTHIX
nonb3oBaTtenen Takke HU k 4Yemy. MNpocTto 3anyctute Advanced WordPerfect Office Password Recovery n HaxmuTe
KHOMKY “Open” 4yTobbl NONYYNTb NCKOMBIWM Naporib B MFHOBEHME OKal

Advanced WordPerfect Office Password Recovery BoccTaHaBnMBaeT AOKYMEHTbI, CO34aHHble B NGO Bepcumn nobom
nporpammbl 13 naketa Corel WordPerfect Office, n nogaepxusaet Bce pexumbl 3awuTthbl. [porpaMmma pacnosHaeT u
BoccTaHaBnueaet naponu k WordPerfect (*.wp, *.wpd), QuattroPro (*.gpw, *.wb?, *.wq?) u Paradox (*.db), a Takxe

naponu K y4eTHblM 3anmcam Corel WordPerfect Lightning.

Bbonee nodpobHas uHgpopmayusi 06 Advanced WordPerfect Office Password Recovery:
http://www.elcomsoft.ru/awopr.html

Advanced Lotus Password Recovery
Advanced Lotus Password Recovery MOMAHOCTbIO BOCCTaHaBnuBaeT Maponu Afs BceX [OKYMEHTOB,
CO3[aHHbIX B MporpaMmmax 13 naketa Lotus SmartSuite.

Advanced Lotus Password Recovery BoccTaHaBnvBaeT naponu K AokymeHTam IBM/Lotus SmartSuite

nobon Bepcun. MNopaepxnsaetca paboTta He TOMbKO ¢ AoKymeHTamu Lotus Organizer, Lotus WordPro,
Lotus 1-2-3, Lotus Approach wnnu Freelance Graphics, HO 1 BOCCTaHOBMeHMEe yyeTHbIX 3anucen Kk FTP- n npokcu-

COEANHEHNAM, YCTAHOBIIEHHLIM B MporpaMmmMax U KOMMoHeHTax Lotus SmartSuite.

Bornee nodpobHasi uHgpopmayusi o6 Advanced Lotus Password Recovery:
http://www.elcomsoft.ru/alpr.html

Advanced Intuit Password Recovery

BocctaHoBneHue napone|7| K AOKyMeHTaM, COo3a4aHHbIM B nporpamMmmax cemencTtaa Intuit.

I'Iop.p.ep)KM BaeMbie nporpamMmmbi.

BoccTaHoBneHne opurmHanbHbeix naponen Quicken 2006-2017

e Cbpoc naponei ko Bcem Bepcuam QuickBooks 2006-2017, Bkrtovasi lokanv3oBaHHbIE U
MeXOyHapoAHble peaakumn

e [lopaepkka JOKYMEHTOB U Naporiei Ha BCeX si3blkax U BO BCEX KOAMPOBKaX

MopaepxunBaemble chopmatbi hannos

= Intuit Quicken *.QDT
=  QuickBooks .QBW

Gonee nodpobHas uHgpopmayuss 06 Advanced Intuit Password Recovery:
http://www.elcomsoft.ru/ainpr.html
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Advanced Sage Password Recovery

JlokanbHO nnu yaaneHHo BoccTaHoBUTE NUBO 3ameHuTe naponu, 3awuwarowme dannsl BLB, MUD
unn ADF/PAD, cosgaHHble npu nomolwimn npunoxeHus ACT! (Symantec, Best Software, Sage).
Advanced Sage Password Recovery nogaepxvBaeT Bce Bepcun nporpammbl ACT!, Bkmtovas ACT!
2010. MNporpamma no3BosisieT NpocMaTpmnBaTh CNCOK Naponei nofb3osaTtens U AoMUHUCTpaTopa K

nakety byxrantepckux nporpamm Sage PeachTree.

bosnee nobpobro 06 Advanced Sage Password Recovery:
http://www.elcomsoft.ru/asapr.html

Advanced Mailbox Password Recovery
BoccTtaHoBneHue naponemn K y4eTHbIM 3anucsm 35f1IeKTPOHHOW NMOYThbI

Advanced Mailbox Password Recovery nonHOCTbIO BOCCTAHAaBMMBAET COXPAHEHHbIE HA KOMMbOTEPE
nosib30BaTersi MOrMHbI U Naposiv K 3NEKTPOHHOM MoyTe 1 NpodunsM Hanbosee NonynsipHbIX NOYTOBbIX
nporpamm. C nomoLL b0 BCTPOEHHOro amynsTtopa cepsepa POP3 n IMAP, Advanced Mailbox Password
Recovery MOXeT BOCCTaHOBUTb Mapofb K Y4eTHOMN 3anucy 3NIEKTPOHHOW MOYTHl 1 MOYTOBOMY CEpPBeEpY,

UCMOSb3yeMoMy B a6COMOTHO MH0GOI MOYTOBOV NporpaMme.
NoppepxnBaemMblie NOYTOBLIE NPOrpaMMbl

= Microsoft Internet Mail n News, Outlook Express

= Eudora, TheBat! n TheBat! Voyager

= Netscape Navigator/Communicator Mail

=  Pegasus mail, Calypso mail, FoxMail, Phoenix Mail
. IncrediMail 1 @nyMail

= QuickMail Pro n MailThem

=  Opera mail n Kaufman Mail Warrior

= Becky! u Internet Mail

Bornee nodpobHas uHgpopmayusi o6 Advanced Mailbox Password Recovery:
http://www.elcomsoft.ru/ambpr.html

Advanced Instant Messengers Password Recovery

Advanced Instant Messengers Password Recovery NOfmHOCTbIO BOCCTAHaBNMBAET JIOTUH U Naposib
K YY4ETHbIM 3anucsM B  pasfuyHbIX KOMMyHMKaTopax (mporpammax MrHOBEHHoro obmeHa
cooblLueHusiMK). B HacTosilumii MOMEHT noafepxuBaetcs 6onee 70 pasnuyHbiX MAporpamm. Takum

obpasom, Advanced Instant Messengers Password Recovery sBnsieTcs cambiM YHMBeEpCarbHbIM

NMPOAYKTOM B CBOEM Kracce. Ecnn Ha koMnbloTepe YCTaHOBEHO HECKOMbKO NPOrpaMM-MECCEHIKEPOB,
10 Advanced Instant Messengers Password Recovery BOCCTaHOBWUT Maponv K 3anucam, Co3daHHbIM BO BCEX

nporpammMax.

MoppepxxnBaembie NporpamMmmbl O6MeHa CoOO6LEHNAMM

MopneoxmBaeTtca 6onee 70 pas3nuyHbix NporpaMm obmeHa coobuwennsamu, Brkmtovas AlM, ICQ, Windows Live! 1 MSN

Messengers, Yahoo!, Miranda, Trillian, n mHorve apyrue.

Bonee nodpobHasi uHgpopmayusi 06 Advanced Instant Messengers Password Recovery:
http://www.elcomsoft.ru/aimpr.html
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