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AyauT n BoccTaHOBIIeHUE Naponeu

KomnaHnus «9nkomCodT» 6bina ocHoBaHa B 1990 roay B Mockse.
«3nkomCod» 3aHnmaeTcs paspaboTkomn nporpaMmHoOro
obecneyeHus, cneunanusuMpyeTcs Ha CO3[4aHWM nporpaMm Ans
BOCCTaHOBIEHMSA 3abbITbIX M YTpayeHHbIX Naponen K uenomy psgy

NPUNOXEHWUNA.

3awuTa KoHMaeHUnanbHbIX AOKYMEHTOB MOCPEeACTBOM nNapons
SIBNSIeTCA Havboree BaXXHOW YacTbi MOBCEOHEBHOWN >XU3HM Kak Anis
opraHv3auun, Tak U Ang KoOHe4YHbIX nornb3oBaTtenen. [oTeps napons
6e3 cpeacTB BOCCTaHOBMNEHUSA MpenaTcTByeT paboyemy npoueccy U

MOXeT NOBMeYb CYyLLEeCTBEHHBIV yLiepb AnsS opraHu3aumu.

Y[0oCTOEHHbIE MHOXecTBa Harpag nporpammbl ans
BOCCTAHOBMEHWS naponen komnaHuu «InkoMCodT» MCnonbayioT
3h(PEKTUBHbIE BBLIYUCNIUTESIbHLIE anropUTMbl, MO3BOSAS KNUEHTaM
nonyyaTtb JOCTYN K CBOMM LIEHHbIM AaHHbIM. KomnaHusi 3nkomCodt

asnsaeTcsa  udneHom Poccurickon  Kpuntonormyeckon Accoumnaumu,

UMeeT cTaTyc ceptuduumpoBaHHoro naptHepa Microsoft (Microsoft
Gold Certified Partner) u Intel (Intel® Software Partner Program).

OnkomCodT ropautca cBOMMM JOCTUXKEHUAMU. Mbl NOCTOSIHHO
paboTaeM Hag CO34aHMEM HOBbIX TEXHOMOMMA W CTapaeMmcs
obecneunBaTb npodeccnoHanbHyl0 MOMOLLb U TEXHUYECKYIO
noaaepxXky no nwbbiM BoOnMpocaMm, CBsi3aHHbIM C  MPOrpamMMHbIM

obecneyeHnem.

ElcomSoft,  3nkomCod1, norotun  3nkomCodT  ABRAOTCS
3aperucTpmpoBaHHbIMU ToproBbiMM Mapkamu OOO «3nkomCodT» B
Poccumn, CLUA wn pgpyrux ctpaHax. Microsoft n1 Windows sBnstoTtcs
3aperncTpmMpoBaHHbIMKM TOproBbiMK 3Hakamu Microsoft Corporation B
CWA w»n ppyrux cTtpaHax. Intel wn norotun Intel sBnswTCcS
3apermcTpmpoBaHHbIMKU ToproeelMu 3Hakamu Intel Corporation n ee

nogpasgenenuii B CLUA v gpyrux ctpaHax.

KoHTakTbI:

Onbra KokwapoBa
[npekTop No MapKeTUHry
o.koksharova@elcomsoft.com

HOpun YwakoB
[unpekTop no npogaxam
y.ushakov@elcomsoft.com

TenedoH:
+7 (495) 974-11-62

e-mail:
sales@elcomsoft.com

WHTepHeT:
http://www.elcomsoft.com
http://www.elcomsoft.ru
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PeweHusa pna kopnopaunm n KOMNbIOTEPHO-
cynebHoun aKcnepTU3sbl

Elcomsoft Password Recovery Bundle

MakeT nporpamm koMmnaHunm JInNkomCodT NO3BONAET KOPMOpPaTUBHLIM
KNMeHTaMm W rocygapCTBEHHbIM CTPYKTypaM MOSMHOCTbI0 CHATb 3aluTy C
OOKYMeHTOB, dainos, ANCKOB N cucTeM. [porpaMmmbl NpoLunu TulaTensHoe
BHYTPEHHEe TecTMpoBaHWe, WHCTanupoBaHbl U onpoboBaHbl Yy 60nbLIOro
KONM4YecTBa KPYMHbIX KMMEHTOB koMnaHun. OHY ABNSIOTCA caMbiMU ObICTPbIMK
B WHAYCTPWUW, OTNUYaloTCcsl yAOOHbIM MONb30BaTENbCKUM WUHTEpdEncom wu

npuBnekaTenbHOM LIEHON.

HayuHble pa3paboTku

Hay4Ho-TexHonoruveckuii otaen 3nkomcodT o6ecneynBaeT COBPEMEHHEIN YPOBEHb TEXHOMNOMMIA B o6nacTu
BOCCTaHOBNeHus goctyna. MiccnegoBaTenbckas AeaTenbHOCTb KOMNaHMM MO3BONMMNa 3Ha4YMTENbHO YCKOPUTL nepebop
naponeun Ko MHOrMM NpoaykTam, Bkioyas ydeTHble 3anucu Windows, npunoxerus Microsoft Office, dannsl Adobe
PDF, apxuBbl ZIP n RAR, pagy apyrmx ¢opmatoB. B 6onblIMHCTBE CriyvyaeB Naposib MOXXHO BOCCTAHOBUTbL MIHOBEHHO
nnbo 3a HeBONbLLLON MPOMEXYTOK BPEMEHMW.

HeGbiBanas ckopocTb

MHorvne npoayktbl AnkoMCoMT N0 BOCCTAHOBMEHUIO AaHHbIX UCMOMNb3YHT PEBOMOLMOHHBIE TEXHOMNOMMM YCKOPEHHOrO
nepebopa naponen ¢ nomowybio BugeokapT NVIDIA n ATI. Nogaepxusas Bce yckoputenu NVIDIA GeForce cepuin 8,9 n
200, nporpamMmbl 3arpyXarwT CIOXHble BbIYMCIUTENbHbIE MPOLECChbl Ha ObICTpble Y MHOrOsiAepHble rpaduyveckue
npoueccopbl NVIDIA n ATI.

50-KkpaTHOe ycKopeHue

TexHoMnornst yCKopeHusi ¢ NMOMOLLbI0 rpadpuyecknx NpoLeccopoB, BrnepBble NpearioxkeHHas koMmnaHmen dnkomCodr,
ycKopsieT npoLuecCc BOCCTaHOBMNEHVs napornen 6onee yem B 50 pa3 MO CpaBHEHUIO C MPUBbIYHBIMU METOA4aMM,
MCMOMb3YIOLLMMM TONBKO MOLLHOCTU LIeHTpanbHOro npoteccopa.

MrHoBeHHOe BOCCTaHOBMEeHUe AocTtyna

Elcomsoft Password Recovery Bundle nossonsetr BocCTaHMBUTb AOCTYyN K 3awmMdpOBaHHbIM [OKYMEHTaM 3a
KOPOTKUIA MPOMEXYTOK BpPEMEHU WU MOOLEPXKMBAET MHOrOYMCreHHble dopMaTbl annoB, OOKYMEHTOB M YYETHbIX
3anucen. bornee 100 dopmaToB arnoB, CUCTEMHbIX PECYpPCOB W MPUNOXEHUA MOryT OblTb BOCCTAHOBIEHHbI
MIHOBEHHO.

OnTumanbHoe COOTHOLUEeHUue LUeHbl N Ka4vYecTBa

Komnanna 3nkomCodT npenoctaBnsieT KOpnopaTuBHbIM U FOCYAapCTBEHHbIM 3aka3yMkam BO3MOXHOCTb 3KOHOMUM
nytTemMm ogopMIeHus1 3aka3a Ha BeCb KOMMIEKT MPOAYKTOB BMECTO MOKYMKW KaXAoro M3 HUX Mo otgenbHoctu. Eule
OonblUen 3KOHOMMM MOXHO [OCTUTHYTb MyTEM 3aka3a naketa nuvueH3wid. [pu oTkase OT UCMONb30BaHWSA

KOHKYPUPYOLWNX NPOAYKTOB BO3MOXHO MOJ1y4YeHUe CKUOKU (ﬂﬂﬂ nony4vyeHnsa CKMOKn CBAXNTECH C OTAENTOM npoua»().

Gonee nodpobHas uHghopmayus 06 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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MpoaykT Elcomsoft Password Recovery Bundle npegcraBneH B Tpex pegakuusx:

Standard @ Forensic @ Business

Mporpamma
Edition Edition Edition
Advanced Archive Password Recovery Pro 1 1 10
Advanced EFS Data Recovery Pro 1 1 10
Elcomsoft Internet Password Breaker 1 1 10
Advanced Instant Messengers Password Recovery 1 1 10
Advanced Intuit Password Recovery 1 1 10
Advanced Lotus Password Recovery 1 1 10
Advanced Mailbox Password Recovery 1 1 10
Advanced Office Password Breaker 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Office Password Recovery Pro 1 1 10
Advanced PDF Password Recovery 1 (Pro) 1 (Ent) 1 (Ent)
Advanced Sage Password Recovery 1 1 10
Advanced SQL Password Recovery 1 1 10
Advanced WordPerfect Office Password Recovery 1 1 10
Proactive System Password Recovery 1 1 10
Proactive Password Auditor Ao 100 . Ao 500 .
y4. 3anucert | yd. 3anvcei
Elcomsoft Distributed Password Recovery Ao S Ao 20 Ao 100
KIMMNeHToB KIMNeHToB KIMNeHToB
Elcomsoft System Recovery 1 (Std) 1 (Pro) 1 (Pro)
Elcomsoft Wireless Security Auditor Pro 1 1
Elcomsoft Phone Breaker Forensic 1 1
Elcomsoft Phone Viewer 1 10
Elcomsoft Blackberry Backup Explorer Pro 1 10
Elcomsoft Forensic Disk Decryptor 1 1
Elcomsoft Password Digger 1 10
BecnnatHas goctaBka akcnpecc-noyton (EMS) e v e

Gornee nodpobHas uHpopmayus o6 Elcomsoft Password Recovery Bundle:

http://www.elcomsoft.ru/eprb.html
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Elcomsoft Mobile Forensic Bundle

Maket Elcomsoft Mobile Forensic Bundle Bkntodaetr B cebs Bce
Heobxoanmble nNporpaMmbl O MU3BNEYEHMS M MPOCMOTPa AaHHbIX U3
ycTponcTte nog ynpasneHnem Apple iOS, Windows Phone 8.x u BlackBerry
10. B coctaB naketa BKIOYEHbl Hambornee yHKUMOHanbHbIE pegakumm
Kakgoro MHCTpymeHTa. [nsa MHOrMx npogykToB AOCTYMHbI BEPCUN Kak AN
KomMmnbloTepoB nog ynpasneHnem Windows, Tak U ans yCTpPOWUCTB MoA
ynpasneHnem Mac OS.

Elcomsoft Mobile Forensic Bundle — nepBbii 1 €OUHCTBEHHLIN Ha PbIHKE

nakeT, BKMOYAOWNA WMHCTPYMEHTbI C MNOAOEPXKKOM BCEX BO3MOXHbIX

CNocobOB M3BMEYEHUS [OaHHbIX M3 YCTPOWCTB nog ynpaerneHuem Apple iOS (dwusnuyeckoe,
rniornyeckoe 1 «obnayHoe» nsBneveHue).

Copepxxumoe Habopa

Habop Elcomsoft Mobile Forensic Bundle cogepxut Bce BbiNyLLEHHbIE KOMNAHNEN « ANKOMCOT»
WHCTPYMEHTbI AN MOOMIbHOW KpUMMHanNUCTUkM. B coctaB Habopa BXogAaT nATb NPOAYKTOB B
penakumsx ansa Mac n PC:

Elcomsoft iOS Forensic Toolkit (Mac n PC) — npoaykt ana u3anyeckoro WU3BreYeHust OaHHbIX U3
nogaepXxunBaeMbiX YCTPOUCTB npoussoacTea komnaHum Apple (iPhone 4, 4S, 5, 5C, iPad 1-4, iPad mini, iPod
Touch 5 n 6onee paHHWe ycTponcTBea).

Elcomsoft Phone Breaker (pepakuus Forensic, Bepcua gna PC nog ynpaenenHnem Windows) — ans
u3BneyeHnss AaHHbIX M3 ycTponcts nog ynpasneHvem iOS, Windows Phone 8/8.1 u BlackBerry 10 u3
nokanbHbIX WNU  «obnayvHbIX» pe3epBHbIX konuin. [loagepxuBaeTcss BOCCTAHOBREHWE naporen oT
3almncpoBaHHbIX pe3epBHbIX KOMUIA.

Elcomsoft Phone Breaker Forensic for Mac (Bepcusi ana Mac OS X) — ansi nsBneveHuss gaHHbIX U3
nokanbHbIX M «0bnayHbIX» pPe3epBHbIX KOMWIA; BOCCTAHOBMNEHWE naponei B Bepcun ana Mac He
noaaepKuBaeTcs.

Elcomsoft Phone Viewer — koMnakTHbIn U ObICTPbIA B OCBOEHWM W WCMOMb30BaAHUN WHCTPYMEHT Ans
npocmoTpa MHOopMaLMK, NOyYEHHON C MOMOLLbIO APYrMX MHCTPYMEHTOB U3 Habopa.

Elcomsoft Blackberry Backup Explorer Pro — nHCTpymMeHT Ons npocmoTpa COAEpPXXMMOro pe3epBHbIX
konun ctapblx cMapTdoHoB BlackBerry (no sepcuu BlackBerry 10).

B coctaB Habopa BxogAaT Hamboree NpoABUHYTbIE pedakumn Kaxaoro MHeTpymeHTa. K npumepy,
npoaykt Elcomsoft Phone Breaker noctaBnsgetca B pegakuum Forensic, npegocTaBnsioLlen
BO3MOXHOCTb U3BMEYEHNS PE3EPBHbIX KOMUIN YCTPONCTB nog ynpasneHnem iOS ns «obnavyHoro»
xpaHunuwa iCloud 6e3 ncnonb3oBaHus forMHa 1 Naponsi.

Gornee nodpobHas uHpopmayus 06 Elcomsoft Mobile Forensics Bundle:
http://www.elcomsoft.ru/emfb.html
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Elcomsoft iOS Forensic Toolkit

Elcomsoft iOS  Forensic  Toolkit —  cneunanuavpoBaHHbLIN — NPOAYKT AN
KPMMMHANMMCTUYECKOrO MCCrefoBaHMs YCTPOMCTB Ha ocHoBe Apple iOS. iOS Forensic
Toolkit nosBonsieT akcnepTam NpaBOOXPaHWTENbHBIX OPraHoB Mpov3BoavTb cbop
nHdopmaumm 1 nNpoBoauTb CyAebHble N KOMMbIOTEPHO-TEXHUYECKME SKCMepTU3bl
yctponcts iPhone, iPad n iPod npoussoactBa komnawum Apple, pabotaiowmx nog
ynpaeneHunem iOS Bepcuii 3-9.

C nomouwpto iOS Forensic Toolkit BO3MOXHO nonyunTb NOMHLIA AOCTYN K MHpopmaumu,
XpaHsLenca B noaaepxumeaembix yctpouncteax. lNpoaykT obecneyvBaeT LENOCTHOCTb U
HeM3MeHHOCTb mMccnegyembix aaHHbix. C nomouwbio iOS Forensic Toolkit cneunanuctsl
MOTyT MOMyYnTb JOCTYN K paclumdpoBaHHOMY obpasy annoBon CUCTEMbI YCTPOWCTBA,
pacwndpoBatb Kogbl, Naponu W MpoYylo 3alWuwéHHyo KHpopmaumo. [Hdoctyn K
OCHOBHOMY MacCMBY OaHHbIX OCYLLECTBMASIETCA MIHOBEHHO, B pearibHOM BPEMEHN.

Bo3MOXHOCTU NnporpamMmbli

e  YHuBepcanbHOe pelueHne «BCE B OOHOMY

e [locTyn K NONHOMY MaccuBy MHGOpPMaLUn

e  (ObecneunBaeTcsi ayTEHTUYHOCTb W LIENTOCTHOCTb nccneayemon nHdopmaumm

o [lopoepxuBaemble MeTOAbl W3BMEYEHMS [OaHHbIX: uU3nmyeckoe u3BreveHne aAnsa 32- 1M 64-paspsagHbix
YCTPOWCTB

e YacTuyHoe usBneyeHme AaHHbIX 13 3a6rOKMPOBaHHbBIX YCTPONCTB

e BoccraHoBneHMe AaHHbIX CUCTEMHOro xpaHunuiwa (keychain), naponen n sawmngpoBaHHbIX AaHHbIX (TONBKO
ansa 32-paspsgHblX YCTPOWCTB)

e  bBbicTphbii cbop nHpopmaumm (Mogenu ¢ 32 N6 namstn obpabaTeiBatotcst 3a 20-40 MUH)

e [apaHTUSA LENoCTHOCTM U HEM3MEHHOCTU MCCreayeMbiX AaHHbIX (4Nsi MOKONEHUA yCTpoWCTB Ao iPhone 4 u
Gonee crapbix)

e [lognepxka yctponcTts Ha ocHoBe iIOS ¢ 3.xno 9

e BoccraHoBneHue 4-3HayHbIX naponen Ha BkrtodeHue B iOS 4/8 3a 20-40 MuHyT

e  MrHOBEHHOE BOCCTaHOBIEHME NAPOs HA BKIOYEHNe YCTPOMCTB ¢ iOS Ao Bepcuit 3.X BKIOYUTENBHO

o CHsiTMe hmsnyeckmx u normyeckmx obpasos ycTponcTea

e ABTOMaTMyeckoe BedeHUWe XypHana BCex CreACTBEHHbIX AeNCTBUIA

e [loctynHbl Bepcun ang Mac n Windows

[doctynHo 6onblwe nHpopmaumm, YemM XpaHUTCA B pe3epBHbIX Konusax iPhone

iOS Forensic Toolkit oTkpbiBaeT JocTyn KO BCer WHOpMauuu, XxpaHsiwencs B yctpowncteax iPhone/iPad/iPod. C
MOMOLLBIO CHATMA busmyeckoro obpasa ycTponcTea obecneunBaeTcs AOCTYN K ropasgo 6onee LLUMPOKOMY CHEKTPY
[aHHbIX MO CPaBHEHMWIO C METOAOM paclUMPOBKM pe3epBHbIX KONun. PaclundpoBbiBaloOTCA Takue AaHHble, Kak naponu K
cantam, SMS, aneKkTpoHHas no4Ta, NOrMHbI U NAponu K NnporpaMMam.

Cpean KpUMMHaNUCTUYECKN BaXHbIX AaHHbIX COAEPXWUTCA Takas WHOpMauus, Kak reorpaduyeckoe NonoxeHue
YyCTPONCTBA B KaXAbll MOMEHT BPEMEHW, KapTbl M MapLupyTbl, paccyuMTaHHble ¢ nomolibio Google Maps, nctopus
NoCELLEeHNA MHTEPHET PecypcoB, a Takke MpakTUYecKkn BCA MHpopmaums, HabpaHHas Ha yCTPOMCTBE C MOMOLLbIO
BMPTYarbHOW KnasnaTypbl.

Gornee nodpobHas uHpopmayus o6 Elcomsoft iOS Forensic Toolkit:
http.//www.elcomsoft.ru/eift. html
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Elcomsoft Phone Breaker

Elcomsoft Phone Breaker — yHuBepcanbHbiA WMHCTPYMEHT Ans
N3BMEeYEeHNss OaHHbIX M3 pe3epBHbIX KOMUN U «0BadHbIX» XpaHWUMnLL,
MOOWMbHBIX YCTpPOUCTB noa ynpaeneHnem iOS, Windows Phone wu
BlackBerry 10. UHCTpYMEHT nossonsieT aKcnepTam
NPaBOOXPAHUTENbHbIX OPraHoB MOMy4YMTb JOCTYN K 3alMLEeHHbIM
naponemMm pesepBHbIM KOMMAM NMBO ckayaTb AaHHble M3 «O0BnayHbIX»
Xpauunuuw,. YTunuta nogaepxueBaeT Bce cMapTdoHbl BlackBerry
BnoTe Ao BlackBerry 10 u Bce nopTaTtMBHble YCTPOMCTBA Ha
nnatdopme Apple iOS, Bkntouasa iPhone, iPad n iPod Touch Bcex
MOKOJIEHNA N BEPCUM BNOTb 40 6/6S n nx sepcun Plus.

e [locTyn K MHopMaLnn, XpaHMMOW B 3aLLMLLEHHbIX Naponem pe3epBHbIX konusx iPhone, iPad u iPod Touch

e PacwuncpoBka pe3epBHbIX konui iOS ¢ NOMOLLIbHO N3BECTHOrO Naponsi

e l3BnedeHune aaHHbIX N3 pe3epBHbIx konun BlackBerry 10

e PacwudpoBka pesepBHbIX KONUIM cTapbix Bepcui BlackBerry

e  M3BneyeHne gaHHbIX ycTporcTB noa ynpaeneHmem Windows Phone u3 o6nayHoro xpaHunuwa Microsoft

e BoccraHoBneHne naporen k npunoxerHusam BlackBerry Password Keeper and Wallet

e BoccraHoBneHue napons Ha yctpornctso BlackBerry

e UrteHne wn pacwwudpoBKa [aHHbIX B CUCTEMHOM XxpaHunuuie (keychain) (naponmu K y4YeTHbIM 3anucam
3NEKTPOHHON MoYThl, Naponu Ansa goctyna k cetam Wi-Fi n naponu gna goctyna k Bed catam u CTOPOHHUM
NPUINOXEHNSM)

e MowmeHTanbHas pacwmdpoBka aaHHbIX U3 BlackBerry Password Keeper ang BlackBerry 10

e [lepebop naponen Kk koHTerHepam 1Password, u3BnedéHHbIM 13 Dropbox, nokanbHbIX M «OOMaYHbIX»
pesepBHbIX konun iI0S

e M3BneyeHve pe3epBHbIX KOMWI YCTPOWUCTB nof ynpasneHnem iOS us «obnayvHoro» xpanunuwa Apple iCloud ¢
ucnonb3oBaHnem Apple ID n napons nonb3oBatens wunuM 6e3 HUX (C WCMONb30OBaHWEM MapKepPOB
ayTeHTUdUKaLMn) He3aBMCMMO OT Hanuuusa jailbreak v gns Bcex 6e3 WCKMOYEHUMS YCTPOWCTB nopg
ynpasneHuem iOS, Bkniovas ycTponcTea nog ynpasneHnem iOS 9

e BcTpoeHHbI nHCTpyMeHTapuin Ans nssneyeHns Mapkepos ayteHTudmkauum iCloud

e  l3BnedeHne OOMNOMHUTENbHLIX AAHHBLIX U dhainoB 13 «obnayHoro» xpaHunuua iCloud m iCloud Drive, Bkntoyas
TUMNbI A@HHbIX, HEOOCTYMHbIE C MOMOLLbIO LUTATHBIX CPEACTB ONepPaLMoOHHON CUCTEMBI

e BoccTaHoBneHne naponen K pe3epBHbIM KONUAM AN OpuUriMHanbHbIX U ‘MoanduumpoBaHHbiX' iPhone (Bce
mogenu Bkmtoyas iPhone 6 n 6 Plus), iPad (Bce nokonexus) n iPod Touch (Bce nokoneHus)
e YcKkopeHue ¢ ucnonb3oBaHnem rpacgpudeckmx kapt NVIDIA n AMD

BbIGOPOYHbLIN [OCTYN K AAHHbLIM

C nomouwpto Elcomsoft Phone Breaker moxHO 6bICTpO mony4mTe HeoOGXoAMMyro MHpopMaumMio 1 NponycTUTb MeHee
3Ha4yMMble [aHHble, KOoTopble TpebylT HaubonbLlero BpeMeHu Ans 3arpysku (Hanpumep, My3sblka WM BUAEO).
Coo0LeHuns1, BNOXEHWS, HACTPONKM TenedoHa, KypHarbl BbI30BOB, aipeCHbIE KHUMM, 3aMeTKU, KaneHaapb, HAaCTPOMKN
NMOYTOBOro akkayHTa, poTorpadun, BUAEO U Apyrne AaHHble MoryT ObiTb 3apaHee BblIOpaHbl U ckayaHbl B CYUMTAHHbIE
MUHYTbI, YTO 0b6ecneynmBaeT JOCTYN K BaXKHOM MHCPOPMaLMKN B peXUME pearlbHOro BPEMEHM.

U3Bne4veHue AaHHbIX U3 «0b6na4vHbIX» cepBucoB iCloud n Windows Live!

C nomouwbto Elcomsoft Phone Breaker MoxHO u3Bnevb HEMOCPEACTBEHHO M3 «obrnaka», AaXe He MMess camoro
ycTponcTBa Ha pykax. Bcé, uto TpebyeTtcs ansa goctyna k oHnanH-apxusam iCloud unn Windows Live! — 3To noruH un
naponb nonb3oBaTtens. BoaMoxHoOCcTb focTyna K AaHHbIM 13 iCloud 6€3 CnNonb3oBaHWst NOrMHa U Napons — yHuKanbHas
BO3MOXxHocTb Elcomsoft Phone Breaker Forensic. Ecnu naponb oT y4€THOM 3anucu nonb3oBaTens HeusBecTeH, And
goctyna K «obnayHbiM» [aHHbIM MOXHO WCMONb30BaTb OCOObIN Mapkep ayTeHTUdUKauum, W3BNeKaembli 13
KOMMbloTepa nonb3oBaTensd. Vicnonb3oBaHue ABOUYHOIO Mapkepa He TpebyeT HM norvHa ¢ naponem, HU BTOPUYHOWM
ayTeHTUdUKaLmu.

bosnee nodpobHo 06 Elcomsoft Phone Breaker:
http://www.elcomsoft.com/eppb.html
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Elcomsoft Phone Viewer

Elcomsoft Phone Viewer npegnaraet yanobHbin uHTepdenc ans
npocmoTpa UHdopMaunn, N3BNEYEHHON N3 NOKasbHbIX N «OBAaYHbIX»
pesepBHbIX KOMuK YCTponcTB nofa ynpasneHnem Apple iOS, BlackBerry
10 n Windows Phone 8 n 8.1. C ero nomoLLb0 MOXHO MPOCMOTPETb
Nnonb3oBaTefbCKME KOHTaKTbl, MPOYUTATb COOOLLEHUS, MPOCMOTPETb
CMMCOK 3BOHKOB, [aHHble 3amMeToK W kKaneHgaps. [py pabote c
pe3epBHbIMU KONUAMU AaHHbIX YCTPOUCTB nofg ynpasneHunem Apple iOS
¢ nomoubto Elcomsoft Phone Viewer MoxXHO NpocMOTpeTh yaanéHHble
coobuweHna — SMS un iMessage.

Bo3MoOXHOCTU NnpoayKTa
e [logoepxka pesepBHbIX Konuin B ¢opmate iOS 9 u Bcex npeablaylimx Bepcuid (Kak nokanbHbIX, Tak U
«0bnayHbIx»)
e [loggepxka YacTUyHbIX konuiA, n3eneyvénHbix u3 iCloud/iCloud Drive B pexunme BbIOOPOYHOrO CKauMBaHUs
(ans Bcex Bepcuin iOS)
e [anepes oTO 1 BMOEO C NOAAEPKKON (DUNbTPALMK MO KAaTEropusim, Aate U BpeMeHu
M3BneveHne u aHanus TteroB EXIF, aBToMaTuuyeckoe onpegeneHne MeCTOMOMOXEHUs YCTpPoOWCTBa B
MOMEHT CbEMKM
BhicTpbIii BbI3oB kapT Google Maps ansi otobpaxeHus koopauHaT nonb3oBaTtens
MonHoe u BbIBOpOYHOE 3KCMopTMpOBaHMe GOTO U BUAEO
ABTOMaTMYeCKas COpTUPOBKa M300paxeHui u Buaeo no kateropusm (Kamepa, Bnoxerusi, MNpoyee)
CunctemHas rpadmka (MKOHKW, FTOroTunbl U T.M.) aBTOMaTU4eCcKkn copTupyeTcs B nanky «lpoyee»
BhICTpbIfi nonck u dunbTpauusi No psiay napaMmeTpoB, BKMOYas AaTy U BpeMs

C nomowbto Elcomsoft Phone Viewer MOXXHO NpOCMOTPETL CrneayoLLyo MHpopmMaumio:
CucrteMHble AaHHble

. Mogenb 1 HasBaHue ycTponcTea

. CepuiiHbI HOMEp YCTPOWCTBA

. [aTa 1 Bpems co3gaHns pe3epBHON Konuu

. Opyryto cuctemHyo uHdopmaumo (ana iOS yctpowncts: IMEI, ID yctponctsa, Homep

TenedoHa, Bepcusd iOS)

Monb3oBaTenbcKue AaHHbIe

. KoHTakTbl (BKMtouas koHTakTbl Facebook, Gmail n 1.4.)

. CoobueHuns (onsa pe3epBHbIX konui ycTponcTe iOS MOXHO npocmaTtpuBaTb U yOoanéHHble
coobueHusa SMS n iMessage)

. XKypHan 3BoHkoB (Bkrntodas FaceTime) (kpome Windows Phone)

. 3ameTku (ana Windows Phone B popmate Microsoft OneNote)

. Kanenpapb (Ona Bcex YydeTHbIX 3anucen, BKNo4vas nokanbHble, Microsoft Exchange u

iCloud) (kpome Windows Phone)

C nomowpbto Elcomsoft Phone Viewer MOXHO npocmatpvBaTb He 3alUMLLEHHbIE Naporiem
pe3epBHbIE KONUU AaHHbIX, CO34aHHbIE C NOMOLLbIO iTunes. Ecnun xe dann 3awmwéH naponem,
ero notpebyeTcs npeasapuTenbHO paclimdpoBaTb ¢ nomollbio Elcomsoft Phone Breaker.

Gonee nodpobHas uHghopmayusi 06 Elcomsoft iOS Forensic Toolkit:

htto://www.elcomsoft.ru/epv.html!
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Elcomsoft Explorer for WhatsApp

Elcomsoft Explorer for WhatsApp (EXWA) — yOoGHbIA MHCTPYMEHT Ans
n3BreYyeHnsi, NPOCMOTpa MU aHanusa nepenuckn nonb3oBaTenen B NpuUnoXxeHuu
WhatsApp ans iOS. [aHHble NpurnoxeHus MOryT U3BMEeKaTbCHA U3 MOKarbHbIX
(iTunes) n «obnauHbix» (iCloud) pesepBHbIX KONUA MOBUNBHBLIX YCTPOWUCTB MOf,
ynpaBneHvem Apple i0OS. Kpome TOro, nogaepxuvBaeTcs U3BMNeYeHune
aBTOHOMHbIX pe3epBHbIX konui WhatsApp, cosgaBaembix B «06riadHOM»
xpaHunuwe  iCloud Drive. 3awwmdpoBaHHble [aHHble  MOryT  OblTb
pacLuncpoBaHbl NpY yKazaHUM KOPPEKTHOTO Napornsi.

B pexvme npocMoTpa AOOCTYMHbl (PYHKUMM OGbICTPOro MNoucka 3anucen wu
unbTpauny [OaHHbIX, MO3BOMALIME OTOGPas3nTb TOMbKO WHTepecylolume

3anncun — HanpumMmep, nonagarwme B 3agaHHbIN BpeMeHHOI7I NPOMEXYTOK.

Elcomsoft Explorer for WhatsApp — WHCTpyMEHT «BCE B OOHOMY», BKOYawwmi B cebst pyHKUMM no
n3BneYyeHuo, pacingpoBke 1 NpocMoTpy AaHHbIX WhatsApp.

B Elcomsoft Explorer for WhatsApp noggepxvBaioTca criegylolme MeToabl W3BMEYEHUSI AaHHbIX MNPUIOXKEHUS
WhatsApp ans iOS:

M3BneyeHne n3 nokanbHbIX pe3epBHbIX konuu iTunes

YcTtponcTtea noa ynpaeneHveM iOS MoryT co3gaBaTb pe3epBHble KONUKU BCeX AaHHbIX MOCPEACTBOM
npunoxexus Apple iTunes. C nomouibto Elcomsoft Explorer for WhatsApp 13 pesepsHoi konuu B
dopmarte iTunes n3BnekarTCs BCe AaHHbIE, UMEKLLME OTHOLEHME K npunoxeHunto WhatsApp,
BKIMOYAs KOHTaKTbl, UICTOPUIO NEPENUCKN, OTNPaBMEHHbIE 1 NosydeHHble boTorpaduun.
3alumndpoBaHHbIe pe3epBHbIe KOMMM MOXHO aBTOMaTMYECK/ paclungpoBaTth, ykazaB naporsib.
M3BnevyeHne n3 cMcTeMHbIX pe3epBHbIX KONMUM B «0brayHom» xpaHunuwe Apple iCloud
Ecnu Ha ycTponcTBe BKIMOYEH peXrM aBTOMaTUYECKOro cosaHus pesepBHbIx konun B iCloud, ¢
nomoLubio Elcomsoft Explorer for WhatsApp MoxHo ckayaTb 13 «obnaka» AaHHble, uMetoLLne
OTHoLeHue k npunoxeHnto WhatsApp. /3BnekatoTcs KOHTaKTbl, UICTOPUSA Nepenncku, otorpaguu.
MopnepxuBaeTcs BbICTPbIN pexunm paboTbl ¢ «06Nakomy», B KOTOPOM U3BMNEKAETCS TOMNbKO
penesaHTHasa nHdopmaunsa 6e3 HeobxoaMMOCTK CkadmBaTb Bee rmrabanTbl AaHHbIX 06pa3a AaHHbIX
ycTpowcTBa. [ins ckaumBaHusa ns «obnaka» Heobxoammo ykasatb Apple ID 1 naponb nonb3oBartens
nnbo BOCNONbL30BaTLCA MapKePOM ayTeHTUUKaLUN.

M3BneyeHne aBTOHOMHLIX pe3epBHbIX konuin WhataApp m3 iCloud Drive

B npunoxeHun WhatsApp ans iOS MOXHO BKNIOYUTL PEXMUM CO34aHUS aBTOHOMHbIX Pe3epPBHbIX
KOMWUI faHHbIX, paboTatowuin Aaxe B TOM Cry4vae, Koraa pe3epBHOE KOMMPOBaHWE CUCTEMBI
cpeactBamm iOS He akTMBMpOBaHO. [JaHHble XpaHATcAa B «obnavyHom» cepsuce iCloud Drive. C
nomoubio Elcomsoft Explorer for WhatsApp MOXHO ckayaTb TakMe aBTOHOMHbLIE PE3EPBHbIE KOMUMN.
[nsi ckaunBaHns us «obnaka» Heobxoammo ykasatb Apple ID 1 naponb nonb3oBartens nuoo
BOCMONb30BaTLCS MApKePOM ayTeHTUMKaLmn.

B pexume npocmoTpa gaHHbix Elcomsoft Explorer for WhatsApp Bce gaHHble, NOny4YeHHbIe U3 HECKOSbKMX
UCTOYHMKOB. [logaepKvMBalTCA pexumbl Noucka M unbTpauum AaHHbIX, YTO MO3BONAEeT ObICTPO HaWTK
HYy)XHble 3anMCy WU BbIBECTU Ha 3KpaH TOMbKO Te COOOLLIEHUsl, KOTOpble COOTBETCTBYIOT 3agaHHOMY
KpuTepuio. [locTyneH pexvnm dounbTpaumm no 3agaHHOMY BPEMEHHOMY MPOMEXYTKY.

Bonee nodpobroHas uHgpopmayus o6 Elcomsoft Explorer for WhatsApp:
http://www.elcomsoft.ru/exwa.html
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Elcomsoft Cloud eXplorer
Elcomsoft Cloud Explorer — MHCTpyMeHT Ons u3BneyeHus n ygobHoro
npocmoTpa AaHHbIX 3 Google Account. M3BnekatoTcs 3anucu n 3ameTky
Google Keep, CUHXPOHU3NPOBaHHbLIE KOHTaKTbl MONb30BaTENst U KPYr ero
obleHns, 3aknagku, nNaponuM W UCTOpUs MpPOCMOTpa CTpaHuy, u3
Bpaysepa Chrome, nctopmsi NOMCKOBbLIX 3aNpPOCOB U NepexoaoB, AaHHbIE
O MeCTOMNOSIOKEHNM NOMb3oBaTeNs, KaneHaapu W MHOroe Apyroe.
CkaumBatoTcst n dotorpacmm, coxpaHéHHbIe MONb3OBaTENEM B CEPBUC

Google Photos.

MpoayKT ncnonb3yetcs KpUMUHANUCTaMM U 3KCNepTamMu KOMMbIOTEPHON
fOesonacHoCcTM npu NpoBedeHWM paccrnefoBaHui B cdepe  kubep-
npectynnexHuin. C nomowbio Elcomsoft Cloud eXplorer MOXHO He TOMbKO
ckayaTb MacCuMB [aHHbIX, COOpaHHbI O Mofb3oBaTene KoMMaHuewn
Google, HO 1 NPOCMOTPETHL BCHO U3BMEYEHHYIO MHPOPMAaLIMIO HEMOCPEACTBEHHO B nNporpaMmme. BCTpoeHHbIN
WHCTPYMEHT Ans NpoCMOTpa [OaHHbIX aBToOMatuyeckn obpabaTbiBaeT OBOMYHbIE hopMaTbl M NpUMBOAUT

OaHHble K Buay, yaobHble ons BOCNpUSATUS 1 aHanmaa.

®yHKUMKM  BbICTPOro noucka w uNbTpauMM MOMOrYT HaWTW HyXHble [AaHHble unn OoTUNbLTPOBaTb
MHOPMALMIO NO 3adaHHOMYy Mpu3Haky. BCTpOEHHbI WHCTPYMEHT Ans npocmoTtpa  u3obpaeHun
oTobpaxaeT He TONMbKO camu dotorpacmm, HO M COMyTCTBYWOLWME AaHHble u3 TeroB EXIF, Bkniovas

MHOpMaLMI0 O KoOpAUHATaxX TOYKU, B KOTOPOW Obin caenaH CHUMOK.

Komnanuns Google cobupaeT orpomHble MacCuBbl JaHHbLIX O 3apernMcTpyMpoBaHHbLIX MOMb30BaTENAX CBOUX
CEPBUCOB. OTO W CUHXPOHU3MPOBAaHHbIE KOHTaKTbl CO BCEX MOOWMbHBIX YCTPOMCTB MoONb3oBaTens, M
kaneHgapu, u 3ameTkn Google Keep, 1 nCTopms NOUCKOBBIX 3anNpoCOB CO BCEX CTALMOHAPHBIX 1 MOOUITbHBIX
YCTPOWCTB nonb3oBartens, u potorpacdum ns «obnaka» Google Photos, n coobuweHnsa Hangouts, n mHoroe,
MHoroe gpyroe. [locTyn K 3TMM AaHHbIM LWTATHbIMU CPeaCcTBaMu BO3MOXEH, HO JOCTATOYHO TPYAOEMOK, Mpu
3TOM MHOPMaLMS U3BMNEKAeTCs N3 pasHbiX MECT N COXPaHSIeTCA B MHOIOYMCIEHHbIX dhopmaTax. Elcomsoft

Cloud eXplorer ynpoLiaeT npouecc U3BrnevYeHns JaHHbIX U aBTOMaTU3MpyeT UX KOHBEPTaLMIO U MPOCMOTP.

Onsa poctyna k mHopmaumm notpebyeTcs BBeCcTM AaHHble yy4éTHoW 3anmcn Google. lMopaepxmBaetcs

OByxdakTopHasa ayTeHTUUKauns.

Gornee nodpobHas uHpopmayus o6 Elcomsoft Cloud eXplorer:

http://www.elcomsoft.ru/ecx.html
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Elcomsoft Password Digger
Elcomsoft Password Digger — yaobHbI MHCTPYMEHT Ans paclumdpoBKu

naponen, W3BMEYEHHbIX W3  CUCTEMHbIX UM MOMb30BATENbCKUX
3aWMWEHHBbIX XpaHunuw, keychain onepaunoHHon cuctembl OS X
MpopykT pacwudpoBbiBaeT cogepxmmoe Mac OS keychain, nssnekaet
naponun n conyTcTByIOLNE OaHHbIE N COXpaHsaeT ux B Buae anna XML.
Kpome TOro, cnmcok naponemn coxpaHseTcsa B BUAE NPOCTOro TEKCTOBOro
danna gnd uMCnonb30BaHMS B KayecTBe CrioBapsi, MO3BOMSIOLLErO
CyLIEeCTBEHHO  yckopuTb nepebop naponer  COOTBETCTBYIOLLMMU

WNHCTPYMEHTaMMU.

Elcomsoft Password Digger nossonsieT aBToMatnsanpoBaTb MPOLECC paclumngpoBkM N aHanuaa
3anucen u3 3alMWEHHOrO XpaHunuwa keychain, nonyyYeHHbIX B pesynbTate aHanmsa
KomnbtoTepa nog ynpasneHnem OS X. B otnuume ot BcTpoeHHoro B OS X nHcTpymeHTa Keychain

Access, Elcomsoft Password Digger He TpebyeT BBoga naponst 4nsa A0CTyna K KaX4on 3anumciu.

Pesynbtat pabotbl nporpammbl — pavin B oopmate XML, B KOTOPOM COXpPaHAOTCA BCE Naponu u
conyTcTBylowmne aaHHble Bkntodaa URL, gaty cosgaHus v nocnegHero goctyna K 3anucn. Kpome
TOro, BCe Naponun aKCNopTUPYHOTCA B MPOCTON TEKCTOBbLIN ddann, KOTOPbIA MOXHO MCMOMNb30BaTh B
KayecTBe crnoBaps AOns yckopeHuss nepebopa naponen COOTBETCTBYHOLMMU WHCTPYMEHTamu.
ATaka no CrnoBapkt CyLlEeCTBEHHO MOBbILAET BEPOATHOCTb YcnewHoro nogbopa napons 3a

MWUHUMalibHOEe BpeMA.

Elcomsoft Password Digger paGoTaeT Ha komnbtoTepax nog ynpaeneHnem Windows. [ns
pacwm@ppoBkn 3almiéHHoro xpaHunuwa OS X TpebyeTca Hanuume camoro davina keychain, a
Takke HEKOTOpoW OOMOSHUTENBbHOW MHpopMauun. Ona pacngpoBKM CUCTEMHOIO XpaHunuwa
notpebyeTtcs hann-kn4, KOTOPbIA HY)XHO OydeT ckonmMpoBaTb C KOMMbKOTEpa MNonb3oBaTens
(noTpebyeTca agMuHUCTpaTopCcKkmMi goctyn). Ansa pacwmdpoBKU NOMNb30BATENbCKONO0 XpaHunua
noTpebyeTtca ykasaTb nNaponb And KomnbioTepa nmbo naponb keychain, ecnn oH oTnnyaeTcs oOT

OCHOBHOI'O Naponsa nosfb3oBaTend.

Gonee nodpobras uHgpopmayusi 06 Elcomsoft Password Digger:

http://www.elcomsoft.ru/epd.html
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Elcomsoft Wireless Security Auditor

Elcomsoft Wireless Security Auditor nossonser ceTeBbIM afguHUCTpPaTOpam
NPOBEpPUTb, HACKOMbKO 3alyullieHa KoprnopaTtuBHas GecnpoBogHas ceTb. Mcnonbays
3anaTeHTOBaHHY TEXHOMOMMIO annapaTHOro YCKOPeHUs BOCCTaHOBNEHUS Naponen npu
nomoLum GroaxKeTHbIX rpaduyeckux yckoputenen, Elcomsoft Wireless Security Auditor
nossonset npotectuposatb naponn WPA/WPA2-PSK n Takum obpasom onpenenuTsb,

Hackonbko 6esonacHa 6eCI'IpOBOIJ,HaF| ceTeBad cpena.

MNporpamma nossonser:

= Onpepenutb cTeneHb 3aluLLeHHOCT 6ecnpoBOAHOM CeTH

. Onpepenutb HagéxHocTb naponen WPA/WPA2-PSK

= C3KOHOMUWTb BpeMSsl, UCMOMb3ysi 3anaTeHTOBaHHYK TEXHOMOIMUIO annapaTHOro YCKOPEHUS U OHY UNn
Heckonbkux BuaeokapT NVIDIA nu6o AMD

= VMcnonb3oBaTbk crneyunanbHble yckoputenn Tableau TACC1441

= 3anyckaTb MOLLHbIE aTaku Mo CMoBapk C HAaCTpanBaeMbIMU MyTaLUsSIMU

= Mpon3BoanTb aTtakv U3HYTPU U U3BHE CETU

. CoaepxuT BCTpoeHHbI cHudpdep ana Wi-Fi ceten (nogaepxmBatotcsa agantepbl AirPCap)

AyauT 6e3onacHocTy 6ecnpoBOAHLIX CeTeN

Elcomsoft Wireless Security Auditor npoBepsieT 6e3onacHocTb 6ecnpoBOAHOM CeTW, NblTasiCb MPOHUKHYTb B Hee
CHapyxu unu msHytpu. PaboTta Elcomsoft Wireless Security Auditor Hukak He oTpakaeTcsi Ha OYHKLMOHMPOBAHUM
6ecnpoBofHON ceTu, KOTopylo NpoBepsieT nporpamma. EWSA aHanuavpyeT nakeTbl ceTeBblX COOBLLEHNI U NblTaeTcs
«B3nomMatb» naponun WPA/WPA2-PSK.

Elcomsoft Wireless Security Auditor nponssoanT ayaut u BOCCTAHOBMEHWE Naponew B TeYeHue 3aJaHHOro oTpeska
BpemeHu. Elcomsoft Wireless Security Auditor sBnsieTcst oaHON M3 cambix ObICTPbIX U Hanboree MOLLHbIX NporpamMM Mo
BoccTaHoBneHuto naponen B Wi-Fi cetax. Ecnn Elcomsoft Wireless Security Auditor He MoxeT «B3nomatb» HW OAMWH
naponbt B cetn Wi-Fi B TeyeHuMe pasyMHOro npoMexyTka BpeMeHW, TO BCA OGecnpoBofHasi CETb MOXET CYMTaTbCHA
3aLLUULLEHHON.

AnnapatHoe yckopeHue

YHuKanbHas TEeXHOMOrMsi anmnapaTtHOro YCKOpPEHUsi BHeApeHa B MporpaMMy [N BOCCTAHOBMIEHUS Mapofen B
©ecrnpoBOAHbLIX CETSIX, YTO MO3BOSMUIIO B COTHU pa3 YMEeHbLUNTb BpeMsi BoccTaHoBneHus naponen WPA/WPA2-PSK.
MoppepxuBas no 4 rpadmyeckux yckoputenert NVIDIA (GeForce, Quadro, Tesla) nnn AMD (Radeon HD cepui 5000,
6000 n 7000). Elcomsoft Wireless Security Auditor no3BonsieT npyu MUHUMAanbHbIX BIIOXEHUSAX CO34aBaTb CUCTEMBI, MO
NPOM3BOANTENBHOCTM CpaBHMMbIE C CyrnepkoMnbioTepamMu. Takke nogaepxumatotca yckoputenu Tableau TACC1441.
Tunbl aTak

Elcomsoft Wireless Security Auditor npon3soguT ataku no crioBapto, YToObl ONPeAenvTb Naposin, COCTOSALLME U3 CITOB U
dpas pa3roBopHOro s3bika. lNpumeHss HacTpavBaeMble NoNb3oBaTenemM MyTaLuu cros 13 cnosaps, Elcomsoft Wireless
Security Auditor ocyLecTBnseT COTHW BUOAOM3MEHEHUI KaX4oro crioBa, 4tobbl obecneynTb HanmbOMbLUYH LUMPOTY

oxBaTa pasfuyHbIX BapyaHTOB napornemn.

Gonee nodpobHas uHgpopmayus 06 Elcomsoft Wireless Security Auditor:
http://www.elcomsoft.ru/ewsa.html
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Elcomsoft Forensic Disk Decryptor
Elcomsoft Forensic Disk Decryptor of6ecneuMBaeT MOMEHTanbHbIA OOCTyN K
COAEPXMMOMY 3aluMdpPOBaHHbLIX AUCKOB, CO3AaHHbIX KpunTokoHTenHepamn BitLocker, PGP un
TrueCrypt. [oOCTynHbl peXvWMbl MONHOM paclKnpoBKA W OMNepaTMBHOIO AOCTyna K
nHdpopmauun. Knoum ansg pacumdpoBKU COAEPXKMMOrO KPUNTOKOHTEMHEPOB M3BMEKATCA U3
crnenka onepaTtMBHOM NaMsTU KOMMbKOTEpa, MeToAoM aTtakm 4epesd nopt FireWire nunbo
aHanusom anna rubepHaumm. ObecneumBaeTcs LENOCTHOCTb Y HEM3MEHHOCTb U3BMEYEHHbBIX

AaHHbIX.

BosmoxHocTh npoaykTa

=  PacwudpoBka wnHPOpMaLnM, IaWMULLEHHON TpeMs caMbiMW pPacnpoCTPaHEHHbLIMU
KPUNTOKOHTEVHEpamm

= [logmepxka 3awmiéHHblix TomoB BitLocker, PGP u TrueCrypt

= [lopgaepxka nopTaTMBHLIX HOCUTENEN U chreLl-kapT, 3awwmwénHbix BitLocker To Go

= [loggepxka Bcex pexumon paboTel PGP, Bkntovas pexum LumdpoBaHns BCero gucka

= JlocTyn B pexumax peanbHOro BpeMeHN 1 NOMHON paclumndpoBKM

= l3BneyeHue knioyen pacwmdpoBkn AaHHbIX M3 annos rubepHaumm, danna-obpasa onepaTMBHOW NamsATw
KomnbloTepa

= lI3BnekaeT BCE KNOYM U3 famna onepaTtMBHON NamMATM €AMHOBPEMEHHO, AaXe eCnun B CUCTEME NPUCYTCTBYIOT
6onee, YeM OAMH KPUMTOKOHTENHEP

= [apaHTns L4enocTHOCTN N HEM3MEHHOCTU NccneayemMbiX AaHHbIX

= BoccTtaHoBneHve 1 coxpaHeHune Kioyven pacumgpoBKM AaHHbIX

= [logpepxka 32- n 64-pa3spsaHbeix Bepcun Windows

Elcomsoft Forensic Disk Decryptor — He3amMeHUMbI WHCTPYMEHT KpuUNTOaHanuTuKka, MO3BOMSIOWMIA
CrneAcTBEHHbIM oOpraHam, KoprnopaTuBHblM oOTAenam GesonacHoOCTM W crneumanuctam Mo MHAOPMAaLMOHHON
6e30nacHOCTN NOMyYNTb ONepaTUBHBIN AOCTYN K COAEPXKMMOMY TPEX CaMblX PACMPOCTPaHEHHBIX KPUNTOKOHTENHEPOB.
M3BneyeHne gaHHbIX 13 3aIMGPOBAHHBIX TOMOB OCYLLECTBMNSETCS B PEXUME pearnbHOro BpeMeHW, a eAMHCTBEHHbIM
(hakToOpOM, OrpaHUYMBaIOLMM CKOPOCTb paboTbl NPOAyKTa, SABMAETCA OrpaHMYeHHast CKOPOCTb YTEHWS OaHHbIX C

»KECTKOro Amcka.

B pexvme nonHonm pacwudposkm Elcomsoft Forensic Disk Decryptor co3gaéT nonHyto KOnvi BCEX OaHHbIX,
XpaHsILLMXCA B 3aMPOBaHHOM TOME. OTOT pexuM MoneseH creCTBEHHbIM OpraHam Afis CO3[aHus goKal3aTenbHou
0a3bl. B onepatuBHOM pexume npoaykT obecneynmBaeT MOMEHTAlbHbIA BbIGOPOYHLIN AOCTYN K AAHHBbIM, MOAKMoYas
3awmndpoBaHHble TOMa B BUAE HOBbIX AMCKOB M pacluMdpoBbiBas cyMTbiBaeMble dannbl Ha nety. PaboTta Elcomsoft

Forensic Disk Decryptor B onepaTtnBHOM pexumMe mano otnnyaetcs ot pyHkumoHmpoBaHus BitLocker, PGP n TrueCrypt.

Kntoun paclumdpoBKkU AaHHbIX XPaHATCS B ONepaTMBHON NaMATW KOMMblOTepa BCE BpeMs, MOKa MOAKIOYEHbI
3awmndpoBaHHble ToMa. Mpu nepeBoae KOMNbIOTEPA B PeXMM rubepHaumm 3T Knioum coxpaHsioTes B darne. Elcomsoft
Forensic Disk Decryptor cnocobeH nssneys Heobxoaumble AN pacliMgpPOBKN AaHHbLIX Koun u3 dainos rmbepHaummn n
CrnenkoB OnepaTyMBHOWM MamATH, CO3A4aHHbIX MO0 KPUMUHANUCTUYECKOW NPOrpaMMOoN, a Takke MoyvYeHHbIX METOAOM
aTakn 4epes3 nopt FireWire. CHATb crenok namaTtv paboTailollero KOMMbHTEPA MOXHO C MOMOLLbIO OfHOW U3

MHOTIO4YUCIIEHHbIX MporpamMm.

bonee nodpobHas uHpopmayus o6 Elcomsoft Forensic Disk Decryptor:
http://www.elcomsoft.ru/efdd.html
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[Mporpammbl ons obecnevyeHus
0e30nacHOCTU cucTemMbl

Bnarogaps npogyktam 3nkoMCodT, CUCTEMHble agMUHMUCTPATOPbl W CNeuManucTbl No  MHGOPMAaLMOHHON
6e30nacHOCTU MMEKT BO3MOXHOCTb MOBLICUTL CTENEHb 3alLMTbl B KOPNOPATMBHLIX CETSIX U BOCCTAaHOBUTbL Maponu K
YYETHBIM 3anucsaM 1 AaHHble Nosib3oBaTenen B onepaunoHHbix cucteMax Windows 2000, Windows 7 (32 bit), Windows
7 (64 bit), Windows Server 2003/2008, Windows Vista (32 bit), Windows Vista (64 bit), Windows XP, Windows 8, Win-
dows 8.1

Proactive Password Auditor
Proactive  Password Auditor nomoraer agmuHucTpaTopam  NPOBEPUTb
De3onacHOCTb NMOKamnbHbIX CeTeN, BbIMOMHAS ayauT MOfb30BaTeNbCKUX Maponen.
BbisBnsas HebesonacHble naponu, Proactive Password Auditor nossonser

onpenennTb, HAaCKOJbKO yA3BMMa CETb K aTakaM 3/10YMbILLUITEHHUKOB.

BoamoxHocTu Proactive Password Auditor
* [lpoBepsieT, Hackonbko GesonacHbl Naponu, 3alwuLatoLLme nonb3oBaTenbCkue yyeTHble 3anucu
* BoccraHaBnuBaeT naponu k nokanbHbiM 1 AD y4eTHbIM 3anucsm
» [lpon3BoauMT Takune ataku, Kak NnonHel nepebop, ataka no cnosapto unu Rainbow-artaka
» [opaepxuBaet Windows NT4/2000/XP/Vista/2003/2008 n Windows 8.

AyauT ceteBoM 6e3onacHoCTU

[ocTtaTouyHo ofgHoro cnaboro naporns, 4ToObl BCsl ceTb Obina noaBep)keHa onacHocTu. Proactive Password Auditor
npoBepsieT 6e30MacHOCTb CeTU, NbITassCb B3fiomMaTh ee. Ha AaHHbIi MOMEHT Takol cnocob ayauta siBnsieTcs caMmbim
HaaEXHbIN 1 acdhdeKkTuBHbIM. Mporpamma NpoBoAUT PS4 aTak, MPU3BaHHbIX «B3NIOMaTb» Naponb nonb3oBaTtens. Proac-
tive Password Auditor no3sonsieT ocywecTBNATb ayanT Naponen B Te4EHUN OrpaHNYEHHOIO NPOMEXYTKa BPEMEHM.
Ecnu yaanocb B3anomaTb Naposib 3a KOPOTKOE BPEMS, TO BCSI CETb YXKE HE MOXET cunTaThesl 6e3onacHom.

BoccTtaHoBneHMe naponen y4eTHbIX 3anucen

AOMUHMCTpaTopbl MOryT ncnonb3oBaTh Proactive Password Auditor n ons BocctaHoBNeHWs naponem K y4eTHbIM
3anucam Windows. Proactive Password Auditor aHannsmpyeT xelum nonb3oBaTenbCKMX Naporen n BoCcCTaHaBnNuBaeT
COOTBETCTBYHOLLME UM NaAponu, Aenasi BO3MOXHbIM NMOMHOLEHHOE UCNONb30BaHME YYETHbIX 3anncen, BKYasa 40CTyn K

danam n nankam, 3almLLeHHbIM ¢ noMollbto Encrypting File System.

BbicTpoe BoccTtaHoBneHue Ao 95% naponen

Proactive Password Auditor ncnonb3yeT HecKonbKO MPOCTbIX METOAOB B3rOMa Mapornewn, BKMoyas MOSHbIv
nepebop, aTaku No macke v no crnoeapto, a Takke Rainbow-atakn. Camas addekTuBHas ataka -- Rainbow-aTaka,
NMOCKOMbKY OHa UCNONb3yeT 3apaHee NoAroToBreHHble Tabnuubl xewen. ITo No3BonseT HaxoauTb 40 95% napornen

3a HECKOJIbKO MUHYT.

Gonee nodpobHasi uHghopmayusi o Proactive Password Auditor:

http://www.elcomsoft.ru/ppa.html
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Elcomsoft Distributed Password Recovery
Elcomsoft Distributed Password Recovery - BbICOKONPOU3BOAUTENBHOE peLleHne
OJ151 BOCCTaHOBIEHUS naponem ans nccnegoBaTenbCKux nabopaTopui,
rocyfapCTBEHHbIX areHCTB 1 Koprnopauun, ucnonb3ywmux 4o 10 Tbica4y 06benHEHHbIX
B CETb KOMMbITEPOB. MCNOnb3ys yHMKaNbHYK TEXHOMOIMMI0 YCKOPEHUS U NUHEWHOE
MacwtabuposaHue, Elcomsoft Distributed Password Recovery nossonsietr 6bicTpo
BOCCT@HOBWUTb [aHHble U SABMASETCS OOHWM W3 CaMblX NEepefoBbIX MPOAYKTOB MO

BOCCTaHOBMNEHWIO Naponen A0CTYMHbIX HA CeroAHsILLHUIN OeHb.

XapakTepucTUKM U NpenMyLiecTBa

o [lopgepxka rpadgpuyeckmx npoueccopos NVIDIA n AMD nossonsieT
BOCCTaHaBnveaTth 40 1 Munnuapaa naponen B CeKyHOy
o [lopoepxumBaeT oo 32-x NpoLECCOPOB UK a4ep 1 oo 8-x rpadmyecknx kapT
Ha ogHou paboyen cTaHumum
e  50-kpaTHOe yckopeHue nepebopa Ha npoueccopax NVIDIA n AMD (nony4yeH naTeHT)
JInHeHoe macwTabupoBaHme 1 NNHENHBIN POCT NPOM3BOAUTENBHOCTU Npu ncnonb3oBaHmum 4o 10000 paboymx
cTaHuum
CoeanHeHne ¢ cepBepoM MOXET BbITb YCTAHOBMNEHO Kak NO NOKarnbHOW CeTU, Tak u Yepe3 NHTepHeT
YnpaBneHue cepBepom ¢ nobon paboyer cTaHLUM C UCNOMNb30BaHNEM KOHCON
paduk pacnpegeneHns Harpysku
MuHVMManbHbI 06MeH OaHHBIMM MO CETU CBOAUT NOTEPM OT MacLUTabrpoBaHWs K HyIo

MopaepxunBaemble opmaTtbl ¢hanoB U NPUNOXKEHUA

Microsoft Office: Word, Excel, PowerPoint, Money, OneNote

OpenDocument (OpenOffice, StarOffice)

PGP (ancku, nuyHble cepTudukaTbl, CaMopacnakoBbIBaOLLMECS apXUBbI U T.4.)
Maponu k kpunTokoHTeHepam TrueCrypt n BitLocker

CepTtndukaTtel Personal Information Exchange (PKCS #12)

Adobe Acrobat PDF

Maponu nonb3oBatenent Windows NT/2000/XP/2003/Vista/7/2008 (LM/NTLM)
Maponu SYSKEY, Domain Cached Credentials

®avnbl IBM Notes ID

MD5 hashes

Maponu nonb3oatenen UNIX n Oracle

Maponn WPA-PSK

Mactep-naponu TheBat!, Mozilla/Firefox/Thunderbird

YckopeHue pacwmncpoBku npu nomowm rpachmyecknx kapt NVIDIA

Mcnonb3oBaHue rpadmnyeckux KapT MO3BONSET YCKOPUTb paclimdpoBky 0Oonee uvem B 50
pas. NMoggepxwuBatotcs BugeokapTbl NVIDIA (GeForce, Quadro, Tesla) 1 AMD Radeon HD cepun 5000,
6000, 7000, a Takke R7/9. B Elcomsoft Distributed Password Recovery uncnonb3yloTcs yHuKanbHble
3anaTteHToBaHHble pa3paboTku ElcomSoft B obnactn ontummusauum nporpaMMHOro koga, YTo CyLLECTBEHHO
ycKopsieT npouecc nepebopa naponen. Micnonb3oBaHne rpacdmyecknx agantepoB MO3BOMSET AeNnernposartb
OCHOBHYIO BbIMUCIUTENbHYIO HArpy3ky Ha npou3BoauTelibHble MOLLHOCTW BMAEOKApPT, NO3BOJIAA .IJ.O6VITI:CF|
npon3BogunTesribHOCTHU, paHee AOCTyI‘IHOIZ NNWb Ha cynepKkoMnbroTepax. Takke nogaepXnBarTcAa yCKopuUTenu
TableauTACC1441.

Gornee nodpobras uHpopmayus 06 Elcomsoft Distributed Password Recovery:
http.//www.elcomsoft.ru/edpr.html
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Elcomsoft System Recovery

[Oo 40% obpaweHnii B cnyxbbl TeXHUYecKOW MOAAEPXKKM CBsi3aHbl C
3abbITbIMX UNWN yTEPSAHHBIMU NaponaMu Ans Bxoda B cuctemy. C momoLlbio
ESR Bbl MOXeTe BOCCTaHOBUTb UK cOpocUTbL naponb nerko u boicTpo! Het
HeobxoammocTn nepecopmMaTtnupoBaTh AWUCK Unu nepeyctaHaenmeaTe Windows.
[MpocTto 3arpy3aute KOMMbIOTEP C TOTOBOrO K WCMOMNb30BaHUIO AUCKA U
pa3brnokmpynTe Bally cucteMmy BykBanbHO 3a HECKOJTbKO MUHYT.

Elcomsoft System Recovery nossonser MrHoBeHHO COPOCUTL UMK
NMOMEHATbL Maponu K Y4Y4€THbIM 3anucaM, a Takke BKMYaeT psh artak, ¢
MOMOLLIbIO KOTOPbIX MOTYT BbITb HANAEHbI OpUrMHaNbHbIE MNAPONN.

Elcomsoft System Recovery pa3bnokupyeT y4éTHble 3anucu AMUHUCTpPaToOpa 1 OPYrMxX Nonb3oBaTenen B cuctemMax
Windows NT, 2000, XP, 2003 Server, Vista n Windows 2008 Server.

XapaKTepVICTVI KN 1 npenmyuiectBa

e BoccraHoBreHWe opurMHanbHblx naponen (B HEKOTOpbIX cnyyasx), obecneunsatoLiee 4OCTYN K AaHHbIM,
3aWwmndpoBaHHbIM C Ucnonb3oBaHnem EFS

e  Bo3MOXHOCTb BbIFpY3kM XaLLen naponen (Ana AanbHenwero aHannsa n BOCCTaHOBIEHWS) Kak U3 NoKanbHOro
peecTtpa, Tak u ua Active Directory

e [ogHsTe npmBunernii (4o ypoBHst AOMUHUCTpaTopa) Ans Ntobon y4éTHOW 3anumcu

e JlocTyn K y4ETHBIM 3anncsM, Y KOTOPbIX UCTEK CPOK AEeNCTBMA Napons unu nmetowmx crtatyc locked nnm
disabled

e T[lognepxka dannosbix cuctem FAT n NTFS

e lcnonb3oBaHue npuebI4HOrO rpaduyeckoro nHTepderica Windows

o [logaepxka nokanunsoBaHHbIX Bepcuin Windows; paboTta ¢ umeHamu Nonb3oBaTenei 1 NaponsiMy Ha BCex
s13blKax; aBTOMaTU4eCKoe onpeaeneHne BCex ycTaHoBMNEHHbIX konuin Windows

e [logaepxka LWUMPOKOro cnekTpa annapaTtHoro obecneyeHus, Bknovasa koHTponnepsbl SATA, RAID n SCSI ot
npoussogutenen NVIDIA, VIA, SiS, Adaptec, Promise n LSI

FoToB K 3arpy3ke

Mporpamma co3gaHa Ha OCHoOBe nuueHsmpoBaHHoW Yy Microsoft cuctembl Windows Preinstallation Environment
(Windows PE). Elcomsoft System Recovery noctaBnsietca B BMAE rOTOBOrO 3arpy304HOro AMcKa, KOTOPbIA MOXHO

ncnonb3oBaTtb HEMEeOJIEHHO; Npu HeOOX0AMMOCTM MOXHO co3aaTb 3arpy304HbIn USB-guck.

Jlerko ncnonb3oBartb
Cunctema Windows PE npepoctaBnsieT yaoGHbIN 1 npuBbIYHBLIA MHTepdenc Windows. Hukakmx ckpMnToB, HUKaKOM
KOMaHOHOW CTPOKWU, HUKaKMX CROXHbIX HacTpoek. [Mpocto 3arpysute kommnbioTep ¢ CD unu dnew-gucka Elcomsoft

System Recovery n pelunte Bce Nnpobnemel, CBA3aHHbIE C AOCTYNOM B CUCTEMY.

bonee nodpobHas uHpopmayus o6 Elcomsoft System Recovery:
http://www.elcomsoft.ru/esr.html
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Advanced EFS Data Recovery

Advanced EFS Data Recovery BoccTaHaBnmBaeT 3awwmdpOBaHHbIE
dannel 1 nankm n pabotaet co Bcemu Bepcusimu Windows 2000, XP,
2003, Vista, windows 7 u Windows Server 2008. BocctaHoBreHue
BO3MOXHO Aaxe B CryyasiX, Koraa cucremMa noBpexaeHa, He 3arpyxaeTcs
UK KOraa yTepsiHbl HEKOTOPbIE KI0YM LMAPOBAHMS.

Advanced EFS Data Recovery BoccTaHaBnvMBaeT CTaBLUMe
He[oCTYMHBLIMM BCrneacTene oLnbok aAMVHUCTPUPOBaHNSA
3awmndpoBaHHble AaHHble. Mpumepbl TakMx owMBOK: yaaneHne y4Yé€THbIX
3anucen nomnb3oBaTenen, OTCYyTCTBME areHToB BOccTaHoBneHus (Data
Recovery Agents) wnu wux  HenpasBunbHOE  KOH(UrypupoBsaHue,
HEKOPPEKTHbIA MepeHOC YYETHbIX 3anucelt B OPYro OOMEH, a Takke

nepeHoc ANCKOB C 3aLIJVICprBaHHbIMVI OaHHbIMU MeXAy KOMNbloTepamMu.
Mpumepbl NnpuMeHeHUA

Advanced EFS Data Recovery siBnsietcs MOLHOW YTUIMTOW BOCCTAHOBIEHUS AaHHbIX, NMOMOrawLen nonyyntb
AOCTYN K dhannam B Lenom psge CrOoXHbIX Cryyaes.

= [lnck ¢ 3awmnpoBaHHbIMU JAaHHBIMU BCTaBMEH B APYrON KOMMLIOTEP

= YpaneHbl y4eTHble 3anvcu v npodunm nonb3osartenen

= HekoppekTHbii (6e3 yuyeTa EFS) nepeHoc y4eTHOW 3anucu B pyron AOMEH

=  CuctemHbIN agMUHMCTpaTop cOpOCU Naposb y4eTHOW 3annucu

= [loBpexaeHHbIN UCK unu dannosas cuctema, ornepalmoHHasi CUCTeMa He 3arpyxaeTcs

= [lpousBepeH anrpeia KOMMbOTEPa UNK NepeycTaHoBNeHa onepauunoHHas cuctema Windows

= CucTemHbIn pasgen oThopMaTUpoOBaH, HO 3aluMdpoBaHHbIe JaHHbIE OCTanuCh Ha APYrom Aucke

BoccTaHoBneHue 3awmndpoBaHHbIX ¢hannos

Advanced EFS Data Recovery 6bICTpO 1 ahhekTUBHO pacluMpOoBbIBAET AaHHbIE, 3alluLLEHHbIe cpeacTBammn EFS
(Encrypting File System). Ckanupysi guck cektop 3a cektopoM, Advanced EFS Data Recovery oGHapyxusaeT
3ampoBaHHble ansibl U AOCTYMHbIE KIHOYM WKUPOBaHUA, nocre Yero gewudpyet HarvgeHHble dannbl. [pamon
poctyn k cpannosow cucteme nossonset Advanced EFS Data Recovery BoccTaHaBnuBaTh 3alimdgpoBaHHbie hannel B
CaMbIX CMOXHbIX Cly4Yasdx, Hanpumep, Korga HeT BO3MOXHOCTW BOWTW B CUCTEMY, UMM KOrga HEKOTOPbIE KITHO4M
LM poBaHNS NOBPEXAEHbI UM HEAOCTYMHBI.

BbicTpbIn gocTyn

Mpn nomowm Advanced EFS Data Recovery B nogasnsitollem G0MbLUNMHCTBE CIlydaeB BO3MOXXHO BOCCTaHOBIEHME
3awmdpoBaHHbix EFS gaHHbIX. B nporpamme B nonHon mepe mcrnonb3dyeTcs yas3BumMocTb EFS, npucytcteyowas B
Windows 2000, 4TO nNo3BONseT CyLeCTBEHHO YNPOCTUTbL BOCCTaHOBIIEHNe dannoB. Ecnn nssecteH naposb y4YeTHOW
3anucu (UNU napornb, MUCMOMb3yeMbli paHee, A0 TOro kak OH Obin yganeH CUCTEMHbIM aAMWHUCTPATOPOB) WM

AOMUHUCTpaTOpa, TO AOCTYN K 3alMdpoBaHHbIM haiinaM MOXHO NOMy4YnuTb NPaKTUYECKU MTHOBEHHO.

MpodeccrnonanbHasa Bepcusa AEFSDR obHapyxMBaeT MacTep- U fMYHbIe KIouM B yAaneHHbIX dannax, ckaHupyeT
AVCK Ha YPOBHE CEKTOPOB WM MCMONb3yeT LWabnoHbl AN OBHapYyXeHUs Kryen WMdpoBaHns, YTo AaeT BO3MOXHOCTb
BOCCTaHOBWTb [@aHHbIE B Cryyae nepedopmaTMpoBaHusa AUCKOB unm nepeycraHoBku Windows.

bornee nodpobHas uHpopmayusi o Advanced EFS Data Recovery:
http://www.elcomsoft.ru/aefsdr.html
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Proactive System Password Recovery

Ecnu nonb3osatens moxeTt asTopusoBatbcs B Windows, To Proactive
System Password Recovery MrHoBeHHO BOCCTAHOBWMT Maponnm MHOTMX TWUMOB
6e3 npumeHeHust AnNUTENbHbIX aTak, a Takke 0TobpasnT CKPbITYID CUCTEMHYIO

UHdOpMaLMIo, Takyto Kak ngeHtndukatTop npogykra nnu CD Key.

MoLlHble aTaku

EcTb naponu, KoTopble MOXHO BOCCTaHOBUTb MIHOBEHHO, @ €CTb Maponwu,
KoTopble npuaeTcs pfdonro atakoBaTb. OpHako, MHOrMe nonb3oBaTenu
UCMNOMb3YIOT OAAMHAKOBbIE UMW MOYTN OAMHAKOBbLIE MApOnM AN 3alUnThl PasHbIX
nporpaMM ¥ AOKYMEHTOB M OAWHaKOBble NAponu AN pasfnuyHbIX YYeTHbIX
3anucen.
Proactive System Password Recovery nobaBnseT Bce HaleHHble Naponu B cneumarbHbll BHYTPEHHWUI COBapb,
KOTOpbIA MCMONb3yeTca Mnpu MNocrneaylowemM BOCCTaHOBMEHUN [ApPYrMxX Maporien, 4TO 3HaYUTeNnbHO YyBenuymMBaeT

30hPEKTMBHOCTb 1 CKOPOCTL Mpu NonHoMm nepebope.

MrHoBeHHOe BOCCTaHOBIEHMe

MopanatoTcs MrHOBEHHOMY BOCCTaHOBIIEHWIO CrieAytoLLme TUMbl Napore:

= [laponu Ha Bxog Windows 95/98/ME (nonb3oBaTtens AOMKEH ObiTb aBTOPM30BaH B CUCTEME)

= [laponu Ha Bxog Windows NT4/2000 (nonb3oBaTenb OOMKeH ObiTb aBTOpM30BaH B CUCTEME C MnpaBamu
AomMuHucTpaTopa)

[Maponu Ha aBTomaTudecknii Bxog Windows 95/98/ME/NT4/2000/XP/2003

Maponu .NET Passport

Kntoun wndpposaxusa n naponu ana 6ecnposoaHbix ceten (WEP n WPA-PSK), xpaHumble ¢ WZC
XpaHumble naponu nonb3oBaTtenen Windows XP (MHOXeCTBEHHblE MaHAATbI)

[Maponu Ha 3KpaHHyto 3acTaBKy

Maponu RAS v naponu goctyna k MiHTepHeT-npoBanaepam (dial-up)

Maponu Ha coeguHenns VPN (Virtual Private Network)

Maponu n npaBa goctyna k pasgensemMsiM (shared) pecypcam

[Maponu, ckpbITble Nog 3Be3fo4Kam

Maponu, xpaHumble Ha aucke cbpoca napone

Maponu k Remote Desktop Connections

EbICTpoe BOCCTaHOBJ1€eHUe nNpu nomMoLlum atak

Cnegytowme Tunbl naponen 6bICTPO BOCCTaHABMNMBAOTCS NPW NOMOLLK aTak:

Maponu k y4éTHbIM 3anucsam nonb3oBatenent Windows NT/2000/XP/2003/Vista/2008
[Maponu Ha aTane 3arpy3kn (SYSKEY)

Maponu, coxpaHéHHble B Domain Cached Credentials

Maponn WPA-PSK

Maponu k yganeHHomy nomoLrHuky Windows

Maponu Windows 9x 13 gannos PWL

Proactive System Password Recovery He TOMbKO BOCCTaHaBnMBaeT Maponiv, HO Takke MO3BOMseT MPOBOAUTH

MaHUMNynaumm ¢ Norb3oBaTenbCKMMIN HAaCTpPONKamMun 1 dannamm peectpa.

Gonee nodpobHo o Proactive System Password Recovery:
http://www.elcomsoft.ru/pspr.html
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NMPOrPAMMbI A1 BOCCTAHOBJIEHUSA NAPOJIEN

Hawwm npoaykTbl N0 BOCCTAHOBNEHUIO Naponen nogaepkusatoT 6onee 200 LWMPOKOMCNONb3YEMbIX

dopmatoB dannos, Takmx kak Microsoft Office, VBA, Microsoft Backup, Mail, Schedule+ n Internet

Explorer, a Takke nporpammbl AnNs cxaTtust AaHHbIX, KOMNOHEHTbI Lotus SmartSuite, Adobe Acro-

bat n mHorve gpyrue.

Advanced Archive Password Recovery

Advanced Archive Password Recovery BoccTaHaBnvMBaeT [OCTYN K 3allnMgpoBaHHbIM
apxvBaM, CHMMas nNaporibHY0 3awmTy nNMbo BOCCTaHaBMNMBas OpUrMHarbHbIE Maponu.
MoppepxuBatotest apxuBbl ZIP 1 RAR, co3gaHHble ¢ MCNonb3oBaHMEM NHOObIX NporpaMm-
apxvMBaToOpOB, a TaKke camopacnakoBblBatolmecs apxuebl dopmate EXE, cosgaHHble
PKZip, WinZip, RAR 1 WIinRAR. B HekoTOpbIx crnyyasix (B 4aCTHOCTMW, NMPU UCMOMb30BaHNA
apxuBatopoB WinZip Bepcuii 8.0 u Gomnee paHHUX) rapaHTUpPyeTCsl CHATWE 3aluuTbl B
TeyeHumne yaca.

Advanced Archive Password Recovery nopgaepxuBaeT pasnuyHble Tunbl WNdpoBaHMSA 1
KOMNpeccuu, UCMorb3yeT BCe HaWOeHHble YA3BUMMOCTU [f1A YCKOPEeHWUA paclungpoBKA U
obecneuvBaeT  BbiCOYalllyld  MNPOU3BOAUTENLHOCTL  Bnarogaps HU3KOYPOBHEBOM

onTnMunsaumnn.

Gornee nodpobHo o6 Advanced Archive Password Recovery:
http://www.elcomsoft.ru/archpr.html

Advanced Office Password Recovery

Advanced Office Password Recovery no3sonseT BocctaHaBnusaTb naponu nubo obxoantb

naponbHy0 3aWwuTy annoB U JOKYMEHTOB, CO34aHHbIX B nNpodykTax cemenctsa Microsoft

Office Bcex Bepcuit. B gaHHbIn  MOMeHT noaadepxuBatotcss Bepcunm ¢ 2.0 no 2013

BKMouMTEnNbHO. MNporpamma nogaepxuBaeT AOKYMeHThbl, co3aaHHble Microsoft Word, Excel,

Access, Outlook, Project, Money, PowerPoint, Visio, Publisher, OneNote, Backup, Sched-

ule+, a takke Microsoft Mail. Kpome nepeuncneHHoro, nporpaMmma Mno3BonseT MnonyyYnTb

[OCTyn K McxogHbIM Tekctam VBA MakpocoB, 3alUMLLEHHbIX Naponem, 1 C6p0CVITb naposb K

Content Advisor B Internet Explorer.

MrHoBeHHOe BOCCTaHOBIEHMe AoCTyna K 3aliMuieHHbIM JOKYMeHTaM

Haneko He Bce naponu gaenstoTca ctonkumn. Advanced Office Password Recovery no3sonsieT MrHOBEHHO BOCCTaHOBUTb

OOCTYMN K pasfnyHbIM TUNam 3allMLeHHbIX JOKYMEHTOB, BKMtoYasi AOKYMeHTbl, co3faHHble B Word u Excel 97 n 2000.

Bonee nosgHve Bepcum Word n Excel coxpaHsitoT OOKYMEHTbl U Tabnuubl B peXume COBMECTUMOCTU C PaHHUMU

BE€pPCUAMU, 4TO NO3BOSIAET NONYy4YUTb MFHOBEHHbIN OOCTyn K 3TUM cba|7|naM.

Ona BocctaHoBrneHuss naponen k Office 2007/2013, roe ucnonb3yeTcs 3HauuTenbHO Gornee CTOMKOE LWMpPOBaHKE,

nporpaMma MpUMEHSET 3anaTeHTOBaHHY0 TEXHONOMMK yckopeHus npu nomowm rpadudeckmnx kapt NVIDIA n AMD.

Bo3MoXHO ogHOBpEMEHHOE ncnonb3oBaHue 32 aaep LeHTparnbHbIX MPOLECCOPOB 1 A0 8 rpadmyecknx NpoLeccopoB.

Gornee nodpobHo 06 Advanced Office Password Recovery:
http://www.elcomsoft.ru/aopr.html

22


http://www.elcomsoft.ru/archpr.html
http://www.elcomsoft.ru/aopr.html

ELCOMSOFT

PROACTIVE

SO0FTWARE

Advanced Office Password Breaker

Advanced Office Password Breaker nosBonsetr rapaHTUpoBaHHO
CHMmaTb 3awuTy ¢ gokymeHtoB Word u Excel 97 n 2000, a Takke
dannoB, co3gaHHbIX B Gonee Mo3aHMX BEPCUSIX M COXPaHEHHbIX B
pexunme COBMECTUMOCTM.

MapaHTMpoBaHHOe BpeMsA pacwndppoBKU

B otnnumne ot koHkypupytowmx npopyktoB Advanced Office Password Breaker He

ucnonb3yeT npsMon nepebop naponen, KOTopbii MOXeT AnuTtbcs rogamu. bnarogaps cnabow sawmte ot Microsoft,

MOXHO C FErKOCTbIO HaWTU KIoY LUMGPOBAHUS OOKYMEHTa M Mony4nTb Kk Hemy goctyn. [Mepebop 40-6GUTHbIX Krtoyen

MOXeET ObITb MPOM3BEAEH 3a U3BECTHbLIN NMPOMEXYTOK BPEMEHM, KOTOPLIA 3aBUCUT MWL OT MOLLHOCTU mpoleccopa U

Konn4yecTBa A0ep.

[pouecc noucka kn4a 3aHMMaeT OKOMo 5 OHen € MCnoNb3oBaHUEM 00bIYHOrO OoQHOAOEepHOro npoueccopa.

CoBpeMeHHble npoueccopbl cepuii Core 2 Duo n Core 2 Quad no3BonsatT ycKopuTb nepebop Kroya nponopLmoHanbsHo

KkonunyectBy saep. [Npu ncnonb3oBaHWM 3apaHee noArotoBneHHbix Tadbnuy (ThunderTables® wumeetcsa naTeHT),

noctaensiembix ¢ Enterprise-Bepcueii npogykra, pacuimgpoBka NPOM3BOAUTCSA NPAKTUYECKN MTHOBEHHO.

Eonee nodpobHo 06 Advanced Office Password Breaker:
http://www.elcomsoft.ru/aopb.html

Advanced PDF Password Recovery

Pacwudpynte dannbl

M NOJNMHOCTbKO CHMUMUTE BCE OrpaHU4YeHuA Ha

pefakTMpoBaHWe, neyatb W KomvpoBaHue. [lporpaMMa MOMEHTanbHO OTKpbiBaeT

3alyMeHHble naponem gokyMeHTol PDF. YHukanbHas TexHonorusst Thunder Tables®

rapaHTupyeT BOCCTaHOBreHue knoyven anuHon 40 O6uT B TeyeHue OAHOW MUHYThI!

OnNTUMM3VMPOBAHHbIN

HOBbl€ Mpoueccopbl  KOA obecneynBaet 6blCTp0€

BOCCTaHOBJ1EHNE CaMbIX CITOXHbIX naponeﬁl.

XapaKkTepucTuku M npenmyllecTsa

Mopnepxka Bcex Bepcuii Adobe Acrobat, Bkntoyas Acrobat X

MNopaepxka rpadnyecknx yckopurenemn

[Nopnepkka BCex CTOPOHHMUX MPUNOXKEHNI, coXpaHsatowmx dannsl B popmate PDF

MrHoBEHHOE CHSTUE 3aLUUThl OT KOMMPOBAHWS, PEAAKTUPOBAHNS U pacrneyaTku

CHsiTne napornen nonb3oBaTens v Bnagensua (naponu “owner” n “user”)

CHsITMe NaporibHOM 3aLMTbl HA OTKPbITUE JOKYMEHTA

MNopnepxka 40- n 128-6utHoro wndposaHua RC4, a Takke 128-6utHoro n 256-6utHoro wudgposanns AES
TexHonorusa Thunder Tables® ans 6bicTporo cHATUA 40-6UTHOM 3aLUTHI

[Nopoepkka aTaku No crioBapro 1 NpsiMoro nepebopa napornen ¢ Cnonb3oBaHMEM LLIAONOHOB M Macok
[MpoaykT focTyneH B TPEX pasnuyHbIX pegakumsx

BosmoxHoCTb yaaneHus koga JScript, anemeHToB hopM 1 LMdpOBbLIX NOANNCEN

OnTMMK3aums koga nof COBPEMEHHbIE NPOLECCopbl MO3BONAET AOCTUYb MakCMMarnbHOW B @HHOM Kracce

NpoAyKTOB CKOPOCTU nepebopa napornen

Bonee nodpobHas uHgopmayusi 06 Advanced PDF Password Recovery:
http://www.elcomsoft.ru/apdfpr.html
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Advanced SQL Password Recovery

Tenepb 3abbiTble UNKU yTepsiHHbIe Napony nofib3oBaTens UM agMUHUHCTpaTopa 6a3 AaHHbIX
Microsoft SQL Server moxHO nerko BocctaHoBuTb unu cbpocutb. Advanced SQL Password
Recovery nopgaepxueaeT Bce Bepcum Microsoft SQL Server n Microsoft SQL Server Express

Edition, Bnnotb oo nocneaHen sepcum 2008.

HeT Heobxogmmoctn yctaHaBnuBatb Microsoft SQL Server, 4yToObl BOCCTAHOBUTHL Maposib!
MOXHO BOCCTaAHOBUTb YTEPSAHHBLIN Naporib € Nto6oro nepcoHanbHOro kKomnetotepa. Bcé, 4to
HY)KHO 4TOObl 3aMeHMTb Naporb MONb3oBaTeNs UMM agMuHUcTpaTopa 6asbl OaHHbIX - 3TO
Advanced SQL Password Recovery n daiin master.mdf. Advanced SQL Password Recovery
nopaepxusaeTt Microsoft SQL Server n Microsoft SQL Server Express 2000/2005/2008.

Advanced SQL Password Recovery MoxeT cOpoCUTb UNM 3aMeHUTb naponu Mbon ANUHBI U CIOXHOCTMH,
cocTaBrieHHble 13 BykB noboro andasuta 1 ¢ ucnonb3oBaHnem nodon koauposkn. Advanced SQL Password Recovery
o6xoanTtca 6e3 yToMUTEnNbHbIX aTak UnM CAOXHBIX HacTpOeK ANs OMNbITHbIX Monb3oBaTenen. [JoctatodyHO npocTo

3anyctutb Advanced SQL Password Recovery, 4To6bl cOpocutb nobble naponu Ansa nodon 6a3bl gaHHbix SQL Server!

Gornee nodpobHo 06 Advanced SQL Password Recovery:
http://www.elcomsoft.ru/asqlpr.html

Elcomsoft Internet Password Breaker

Elcomsoft Internet Password Breaker BoccTaHaBnuBaeT naponv K canTam, Y4YeTHbIM
3anncsam M NoYTOBbIM ALMKaM, AaHHble dopm 1 cTpok AutoComplete, coxpaHeHHble B psge
LUIMPOKOMCMONb3yeMbIX NpunioxxeHni. Nogaepxmnsatotca Bce Bepcum Internet Explorer go 1IE10
BkntounTenbHo, Outlook Express, Microsoft Outlook, Windows Mail u1 Windows Mail Live.
HoBas Bepcusi mporpammbl CnocobHa BoccTaHaBnMBaTb Naponu, AaHHbIe YYETHbIX 3anucei n
CTPOK aBTOAOMONHEHNS B NONynspHbIX Be6-6paysepax Mozilla Firefox, Apple Safari, Google
Chrome n Opera.

Bo3moxHocTtu Elcomsoft Internet Password Breaker

MrHoBeHHO€e BOCCTaHOBMNEHUE Naporiein Ans MHOXeCTBa NPUNOXEHNN

Mopnepxka Bcex Bepcunt Microsoft Internet Explorer go IE10 BkntountensHo

Moppepxka Bcex Bepcun Microsoft Outlook n Outlook Express

Mopaepxka Windows Mail n Windows Live Mail

BoccTtaHoBneHnve naponen ans yvetHbix 3anucen POP3, IMAP, SMTP n NNTP, coxpaHeHHbIX B ntwobom u3
NnoAAepXnBaeMbIX MPUNOXKEHNI

PacnosHaBaHue n o6xoa ynydeHHon mogenu 6esonacHocTu B Internet Explorer 7+

O6HapyxeHune aaHHbix Microsoft Passport B Windows Live Mail

O6HapyxeHune naponen Microsoft Outlook PST

BoccTaHoBneHve NorMHoB 1 naponew kK MHoxecTBy VIHTepHeT-pecypcoB

bosnee nodpobHo 06 Elcomsoft Internet Password Breaker:
http://www.elcomsoft.ru/einpb.html
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Advanced WordPerfect Office Password Recovery

Bbl MOxeTe BbICTPO, B aBTOMaTUYECKOM pexuMe CHATb 3awuTy ¢ gokymeHToB Corel Office npu nomouu
Advanced WordPerfect Office Password Recovery! Advanced WordPerfect Office Password Recovery

nerko BOCCTaHaBNuBaeT naponu K AokymeHTam, co3gaHHbiM B Corel Office WordPerfect, Quattro Pro n

Paradox. Mpu atom He ucnomnb3ylTca AnuTenbHble ataku. CroXHble HACTPOWKU ANA NPOABUMHYTbIX
none3oBartenen takke HU K yemy. lNpocTto 3anyctute Advanced WordPerfect Office Password Recovery n Haxmute
kHoMKy “Open” 4To6bl NONYYNTb NCKOMBIN Maporb B MIHOBEHWNE OKa!

Advanced WordPerfect Office Password Recovery BoccTaHaBnvBaeT AOKYMEHTbI, CO34aHHble B nobon Bepcun nobdon
nporpammbl 13 naketa Corel WordPerfect Office, n nogaepxuvsaeTt Bce pexuMbl 3awmnTbl. [porpamma pacnosHaeT u
BoccTaHaenueaet naponu Kk WordPerfect (*.wp, *.wpd), QuattroPro (*.qpw, *.wb?, *.wq?) n Paradox (*.db), a Takxe

naponu k y4eTHoiM 3anucam Corel WordPerfect Lightning.

Bbornee nodpobHas uHgopmayusi 06 Advanced WordPerfect Office Password Recovery:
http://www.elcomsoft.ru/awopr.html

Advanced Lotus Password Recovery
Advanced Lotus Password Recovery nonHoCTbl0 BOCCTaHaBnuBaeT Naponv Ansg BCEX AOKYMEHTOB,
CO3[1aHHbIX B Mporpammax u3 naketa Lotus SmartSuite.

Advanced Lotus Password Recovery BocctaHaBnuBaeT naponu kK gokymeHTam IBM/Lotus SmartSuite

nobor Bepcun. MNopaepxnBaeTca paboTa He Tonbko ¢ AokyMeHTamm Lotus Organizer, Lotus WordPro,
Lotus 1-2-3, Lotus Approach unu Freelance Graphics, HO 1 BoccTaHoBMneHMe yyeTHbIX 3anucen Kk FTP- n npokcu-

COoeaNHEHVAIM, YCTaHOBIEHHbIM B Mporpammax 1 komnoHeHTax Lotus SmartSuite.

Bornee nodpobHas uHgopmayusi 06 Advanced Lotus Password Recovery:
http://www.elcomsoft.ru/alpr.html

Advanced Intuit Password Recovery
[MonHOCTBLIO BOCCTAHOBUTE UMK yaanute naponu, sawmwatowme gannbsl, cosgaHHble B nporpammax Intuit
Quicken, Quicken Lawyer mnnn QuickBooks, B TOM u4ucrie € MCMNOMb30BaHWEM JIOKaNM30BaHHbLIX U

MHOTOA3bIYHbIX Bepcvu7|.

MNoanepxvBaeMble NporpamMmmbil:

o Quicken Bepcuii ¢ 4 no 2008 BKNHOYMTENBHO
o QuickBooks Bepcuii ¢ 3 no 2008 BkMOUUTENBHO
o BonblMHCTBO NokanuaoBaHHbIX Bepcuii Quicken n QuickBooks

Ob6patnte BHUMaHue: Ana gokymeHTtoB Quicken (Bepcum ¢ 2002 no 2008 sknoumtensHo) u QuickBooks (Bepcun ¢ 2003 no 2008

BKJ'I}O'-II/ITeJ'IbHO), KOPOTKME Naposin BOCCTaHaB/IMBAKOTCA, a ANMMHHbIE N CITOXXHble Naposin MTHOBEHHO C6paCbIBaK)TCFI.
MoppepxuBaemblie hopmaTtbl channoB

=  Intuit Quicken (*.QDT, *.QDB, *.QDF)
= Quicken Lawyer (*.PFL, *.BFL)
=  QuickBooks (.QBA, .QBW)

Gonee nodpobHas uHgpopmayus o6 Advanced Intuit Password Recovery:
http://www.elcomsoft.ru/ainpr.html
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Advanced Sage Password Recovery
JlokanbHO MnK yaaneHHo BOCCTaHOBMTE NMO0O 3amMeHnTe naponu, 3awmuatowme dannsl BLB, MUD
unn ADF/PAD, cosgaHHble nipu nomowim npunoxernus ACT! (Symantec, Best Software, Sage).
Advanced Sage Password Recovery nogaepxvsaet Bce Bepcumn nporpammbl ACT!, Bkntodas ACT!
2010. MNporpamma no3BonseT NpocMaTpmBaTh CIMCOK Naponen nons3osBatens n AGQMUHUCTPaTopa K
nakeTty 6yxrantepckux nporpamm Sage PeachTree.

Bonee nobpobHo 06 Advanced Sage Password Recovery:
http://www.elcomsoft.com/asapr.html

Advanced Mailbox Password Recovery
BoccTaHoBneHue naposnen K y4eTHbIM 3anucsam 351eKTPOHHOM NOYTbI

Advanced Mailbox Password Recovery NOMHOCTbIO BOCCTaHaBMBaET COXpPaHEHHble Ha KOMMbTEpe
nonb30BaTenNsi NOMMHbI Y NAapPOSM K 3NEKTPOHHON NoyTe 1 Npodunam Hanbonee nonynsipHbIX NOYTOBbIX
nporpamm. C nomoLLbio BCTpoeHHoro amynatopa cepepa POP3 n IMAP, Advanced Mailbox Password
Recovery MoxeT BOCCTAHOBUTbL MNaporib K YYETHOWN 3anucu 3MeKTPOHHOW NOYTbl U MOYTOBOMY CEPBEPY,

UCrosb3yeMoMy B abComoTHO No6oi NOYTOBOM NporpaMme.
MopaepxxMBaeMblie NOYTOBLIE NPOrpaMMbl

Microsoft Internet Mail u News, Outlook Express
Eudora, TheBat! n TheBat! Voyager

Netscape Navigator/Communicator Mail

Pegasus mail, Calypso mail, FoxMail, Phoenix Mail
IncrediMail n @nyMail

QuickMail Pro n MailThem

Opera mail n Kaufman Mail Warrior

Becky! u Internet Mail

bonee nodpobHas uHgopmayuss 06 Advanced Mailbox Password Recovery:
http://www.elcomsoft.ru/ambpr.html

Advanced Instant Messengers Password Recovery

Advanced Instant Messengers Password Recovery nosiHoCTbi0 BOCCTaHaBMMBaET MOMMH 1 Naposib
K YY4ETHbIM 3anucaM B pasfnMyHbIX KOMMYHMKaTopax (nporpaMmax MrHoBeHHoro obmeHa
coobueHnamu). B HacToAwmn MomeHT nogaepxuaetcs 6onee 70 pasnuyHbix nporpamMm. Takum

obpasom, Advanced Instant Messengers Password Recovery siBnsieTcs camblM YyHMBEPCarbHbIM

NpoOAyKTOM B CBOeM krnacce. Ecnv Ha KoMnbloTEpe YCTAHOBIIEHO HECKOMbKO Mnporpamm-
mecceHaxepoB, To Advanced Instant Messengers Password Recovery BOCCTaHOBUT naponu K

3anncam, co3gaHHbIM BO BCEX NMporpamMmmax.

I'Iomep)KMBaeMble nporpamMmmmbi ob6meHa coobuweHuamMu

MoppeoxuBaeTcs 6onee 70 pa3nuuHbiX nporpamm obmeHa coobuieHnsmu, Bkitodas AlM, ICQ, Windows Live! n MSN

Messengers, Yahoo!, Miranda, Trillian, n mHorne gpyrue.

bonee nodpobHas uHgopmayus o6 Advanced Instant Messengers Password Recovery:
http://www.elcomsoft.ru/aimpr.html
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